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BACKGROUND

The Federal Bureau of investigation (FBI} defines an active shooter as an individual actively
engaged in killing or attempting to kill people in a confined and populated area.

Since the Columbine High School attack in 1999, active shooter events have captured a
substantial amount of public and police attention. Emergency medical services personnel
entry to the site of an attack is often delayed because the police must conduct a thorough
search of the scene in order to declare it secure, The inability, or severely delayed ability, of
emergency medical services personnel to access an active shooter scene has caused a
paradigm shift in law enforcement training and tactics. Recent active shooter incidents have
underscored the need for a coordinated response by law enforcement and others to save
lives.

According to United States Attorney General, Eric Holder:

“We've seen at least 12 active shooter situations so far in 2013. Even more troubling, these
incidents seem to be getting more and more deadly. Over the last four years, America has
witnessed an increase of nearly 150 percent in the number of people shot and killed in
connection with active shooter incidents. Although research methods and results vary, it's
become clear that new strategies — and aggressive national response protocols — must be
employed to stop shooters in their tracks.”

Attorney General Eric Holder Delivers Remarks at the International Association of

Chiefs of Police Annual Canference, October 21, 2013.

STATISTICS

A study conducted by the Advance Law Enforcement Rapid Response Training (ALERRT) on
U.S. Active Shooter Events from 2000 to 2012 found that:

84 active shooter events occurred between 2000 and 2010 with more than 250 people being
kifled-16 of these shootings occurred in 2009, and 21 occurred in 2010.

Business locations were the most frequently attacked {37%), followed by schools (34%), and
public (outdoor) venues {17%). '

Attackers carried multiple weapons in 41% of the attacks.

Some shooters attempted to deny police access to the attack site through the use of
barricades.



The attacks ended before the police arrived 49% of the time, In 56% of the attacks that were
still ongoing when the police arrived, the police had to use force to stop the kilfing.

EMS entry to the attack site is often delayed because the police must conduct a thorough
search of the scene in order to declare it secure.

The LAX Active Shooter Incident

On November 1, 2013, a gunman entered Terminal 3 at Los Angeles International Airport
(“LAX") and opened fire. A TSA officer died and several others were wounded. In the hours
after the shooting, many travelers said they were not told what was happening. Many waited
for hours on airport roadways, not knowing when they would be let back into terminals.
Streets near the airport were closed, so travelers who wanted to leave were forced to walk
long distances.,

LAX Implemented Policy for Future Incidents

In response to the shooting incident LAX created a response team designed to assist travelers
during emergency operations. The team will be composed of airport employees who will
voluntarily mobilize during future airport-related emergencies to specifically assist with
passenger communication and care.

Law enforcement officials were quick to respond, however, the incident raised scrutiny as to
how the fleeing crowds were managed throughout the attack and its aftermath. Local and
federal officials have evaluated the incident to determine whether further improvements are
needed in regards to immediate and effective local response during an attack. For example,
Los Angeles Fire Department paramedics and firefighters will be protected by armed law
enforcement teams to rapidly enter potentially dangerous areas during active shooting
incidents to treat victims and get them in route to hospital trauma centers. With the changes,
the department joins a growing number of fire agencies that are borrowing battlefield tactics
of military medics to improve the odds of saving victims.

Follow-up and Findings

The Select Committee on Local Emergency Preparedness after examining the testimony and
information submitted as part of the “active shooter” hearing has identified numerous issues and
concerns that should be further considered:

1) The Los Angeles International Airpart conducted its own “After Action Reports” on the LAX
November 1, 2013 active shooter incident. While practice and pre-event coordination and
planning is extremely important, it is just as important that venues, local governments and
other agencies and organizations study and review what happened after the fact so that they



3)

4)

5)

and others can learn from mistakes. It is equally important to understand what was done
correctly so that active shooter policies and procedures can continue to incorporate what
works. LAX should, after release of their “After Action Report,” take remedial steps to improve
its coordinated response. This Committee should follow up in the future to determine whether
LAX has implemented its recommendations.

SEIU, the labor union representing many of the contracted for workers at LAX, is also preparing
their own “After Action Report” to the November 1, 2013 active shooter incident, These
warkers are not security personnel and are not LAWA employees but employees of businesses
that contract with LAWA. From the testimony provided during the hearing, it evident LAWA did
not do enaugh to incorporate workers outside of their security personnel and LAWA employees
to prepare for an emergency active shooter response. LAWA, local government agencies and
other organizations, venues and businesses should consider incorporating non-security
employees and contracted workers into their emergency plans. These workers should be
trained to assist with reporting information, crowd control, evacuation and other functions.
Such training will allow law enforcement and security personnel to respond quicker and more
effectively. LAX should include line employees (janitors, those staffing concessions, etc.) in
plans for evacuation and how to help passengers during future crises.

University of California: Most UC campuses do not have bomb dogs at their dispesal. Only UC
Berkeley and UC Davis, which have on-campus stadiums, have bomb dogs. Different UC
campuses are of different sizes, different locations and have different security needs. There
was some concern expressed during the hearing that maybe all UC campuses should have the
availability of bomb detecting dogs. Is there an argument to be made for ensuring that bomb
dogs are available on all campuses? The Committee may investigate whether the use of bomb
dogs are appropriate for all campuses,

During the November, 2013 LAX active shooter incident, there was disparate treatment of
passengers on airplanes. While terminals and other airport locations were evacuated for
security and safety reasons, passengers that were on airplanes were treated differently. Some
passengers were allowed to exit airplanes into terminals while others were placed onto the
tarmac. There were many passengers that were held on planes, in one instance up to six {6)
hours. Airports currently have no control over the passengers that are on planes.

Should airports take greater efforts to ensure that passengers that are on planes have the
ability to deplane? This may require airports provide airlines with gate access so passengers
could exit. Procedures and policies to provide increased gate access for airlines and
cooperative agreements with airlines would allow for greater passenger comfort and safety.
Airports should consider emergency plans that include giving airlines with planes sitting on the
tarmac, access to gates to evacuate planes.

According to LAX testimony and news reports, passengers trying to catch outbound flights
continued to stream towards the airport even though the airport and streets around it were
closed. Hundreds if not thousands, walked into the airport on foot in an attempt to make



6)

flights going out of other terminals or to try and make later flights. This situation exacerbated
crowd control and efforts to coordinate and evacuate individuals who were already onsite
when the active shooter event occurred. LAX and other venues that could foresee having
passengers, customers and others continue to arrive at the scene of an emergency, should
adopt procedures to limit the arrival of others at the scene.

During testimony LAX stated that they are not a stand-alone public-safety answering point or
PSAP. This means that during an emergency, internal 9-1-1 calls will not go to LAX police or LAX
dispatchers but will instead be routed to a CHP office offsite. This creates a delay in responding
to 911 calls generated at LAX as the CHP will have to determine the call location and then
forward it to LAX. Those testifying stated that solving PSAP issues would be beneficial
statewide but that technology and funding is not currentiy available. Law enforcement and
emergency agencies would benefit greatly if this issue could be resolved Further oversight and
additional funding should be required.,

For active shooter response and emergency preparedness training in general, funding is an
issue, Testimony provided at the hearing indicated that federal training grants for active
shooter and other emergency issues may be drying up. Participants stressed the need to
prepare for disasters and emergencies by continued training. In active shooter incidents some
EMS personnel and firefighters indicated a need for funding for ballistic vests should they be
called into warm zones to treat victims. California should continue its efforts to obtain federal
grant monies to fund training and equipment, agency coordination and skills development and
exercises to ensure that law enforcement respond quickly and effectively to active shooter
incidents.

State and local law enforcement agencies, fire departments, the Office of Emergency Services
{"OES”) and the California Emergency Medical Services Authority have all adopted standards
and procedures for active shooter training responses. Federal and state grant programs, often
administered through QES, are providing funding for active shooter training drills. Many of
these programs include specific venue participants such as schools, hospitals, shopping centers,
and others; in coordination with law enforcement, fire departments and emergency medical
personnel.

These drills are preparing responders to act quickly and appropriately when the real emergency
occurs. While there has already been a great deal of interagency cooperation and preparation,
state agencies should do a better job of communicating and working together to insure active
shooter responses are resolved more quickly and making sure that victims receive medical care
as soon as possible, When responses should be measured in seconds and not minutes, by
working together more closely, our state agencies can better protect the public by coordinating
training and procedures.
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Legislators attending the hearing were the Chair, Assemblymember Freddie Rodriguez {AD -52) and
Assemblymember Steven Bradford (AD-62).

Testimony Presented at Hearing

Opening Statement

* Honorable Freddie Rodriguez - Chair, Assembly Select Committee on Local Emergency

Freparedness

Assemblymember Freddie Rodriguez welcomed everyone and introduced the Assembly
Select Committee on local Emergency Preparedness. The Assemblymember then asked for
a moment of silence for TSA agent, Gerardo |. Hernandez who was killed in the active
shooter incident at Los Angele International Airport on November 1, 2013.

Assemblymember Rodriguez stated that the Speaker of the Assembly has appointed him
chair of the committee because of his background. He has been an emergency medical
technician for 29 years and has seen violent situations.



Since Columbine in 1999 “active Shooter” cases have captured the public attention and they
are getting more deadly. Over the past four years there has been an increase of 150% in the
number of people killed and injured. These violent incidences highlight the need for prompt
emergency medical attention for victims. It is often the policy for law enforcement
responding to the scenes of such violence to delay treatment until the crime scene can be
secured,

This issue is timely and is increasingly in the news. The question of what police and other
agencies need to do to respond as quickly and effectively as possible in active shooter
incidences needs to be discussed. What technological changes are on the horizon that will
improve our responses? This includes telecommunications faitures that have been reported in
the wake of the LAX shooting.

What can state and local agencies do to establish collaborative training programs and to
provide cooperative responses and to make sure responding agencies and medical care have
the right tactical and technical equipment and medical care to respond to these events?

Are our state large venues taking proper efforts to ensure crowd control and safety during

emergencies and active shooter incidents? We need all agencies working together to
implement policies and procedures to address active shooter incidences.

Panel | — Law Enforcement Coordination During Active Shooter Events

Patrick Gannon - Deputy Executive Director, Law Enforcement and Homeland Security, Los
Angeles World Airports (LAWA)

Chief Gannon stated that Los Angeles World Airports {"LAWA”) is in the process of putting an
“after action report” together that will be published in mid-March. Gannon has reviewed
what happened on November 1% and will be making suggestions afterwards.

There are 1100 members in the LAWA Department. Five hundred and twenty-five are sworn
employees in Los Angeles World airports, 400 are security officers and the rest are
professional staff. LAWA has been around for 64 years and since 1984 has been a full-fledged
law enforcement agency. Airport police training use the Los Angeles Police Department to
train their police force.

LAWA employs the same training and the same policies as LA police and city wide. They also
train with others locally to respond to emergencies and active shooter incidents. They trained
Oct 5, and 6 in 2013 on an active shooter scenario. All of their officers have received training
over the years but not all training has been in an airport environment. The last training
exercise used 200 LAX LAWA officers, 150 LA Police officers and some fire department
employees and others,
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Deployment and Strategies. In November 2012 Chief Gannon came to LAWA at LAX.
LAWA is also responsible for the Van Nuys and Ontario airports. They train in various ways
using high visibility equipment such as bikes, Segways, foot patrols and patrol cars.

Chief Gannon stated that according to statistics, since 1968 there have been 817 active
shooter incidences worldwide. LAWA has spent a lot of time on researching and planning
their response to an active shooter incident, including a mass shooting, such as occurred in
Mumbai, India. Their training has looked at a lone wolf type of predator, which is the most
prevalent type of attack. They have also looked at several other types of attacks such as the
Boston marathen bombing, the Fort Hood shooting, Christopher Dorner, Timothy McVey and
others. Active shooter attacks can take many different forms and LAWA plans to be able to
respond to any type of situation,

Chief Gannon then reviewed the events of the Active shooter incident at LAX on
November 1, 2013,

Terminal three in LAX is where the November, 2013 shooting took place. The shooter was
an unassuming looking young man. He had a roller bag with another bag on top with holes
cut through them to hide the rifle he used in the active shooter attack. The suspect took the
bags apart to reach the weapon. This was at a TSA podium near a queuing line where there
was a preliminary document checker to direct passengers to the appropriate location. TSA
Officer Hernandez was on duty at this site checking documents. The suspect, Paul Anthony
Ciancia, approached the location, pulled the weapon and then shot officer Herndndez. Mr.
Ciancia then went up an escalator, came back dewn and then shot officer Hernandez a second
time.

With the sound of shots, panic and chaos occurred. TSA, the public and others began to
evacuate along different pathways. The first call to LAWA dispatch came from a TSA check
point. This caller however could not provide details. Due to the attack, the caller had to
leave the location and left the line open. A call then came in from an airline employee who
called directly from a cell phone and gave location and incident information.

Officers responded and confronted Mr. Ciancia near gate 35 where an officer involved
shooting occurred and the suspect was taken into custody. Records show that at 09:19:59
shots were fired, At 9:21:22 the LAWA dispatch report was taken. At 9:25:30 an LAX Officer
had the suspect down. The total elapsed time from when we received the report until the
suspect was contained was four minutes and eight seconds. Part of this time was to clear the
areato make sure there were no additional suspects so our response time is actually shorter.

Responding to active shooter incidents is all about speed. The first response as law
enforcement agency is to stop the shooter, The first response responsibility for paramedics or
fire personnel is to get to the injured. How can we get better? We need to work as a team.
Meet threats with equal threat. LAWA officers, when they responded to this incident, were



not armed with rifles. They flanked the suspect and confused him. Speed coordinated with
tactics in these cases is important.

It is important to remember victims and those killed and wounded. At any one time
100,000 people leave and 100,000 arrive at LAX. With 70,000 cars coming through LAX, this is
a massive undertaking. The response to the November 1% active shooter incident was huge
and involved multiple police agencies. LAWA practiced coordination and team work worked,
although it was chaotic. They have learned a lot of lessons and will get better. This inctudes
equipment needed, creating better planning and protocols.

Questions

Assemblymember Bradford thanked Chief Gannon for dealing with this issue.
Assemblymember Bradford mentioned that he represents LAX and again thanked the LAX
police and other public safety personnel for responding the way they did.

Assemblymember Rodriguez - The initial call came from a contracted service worker- How
can we correct that?

Chief Gannon - The 911 system doesn’t work well. While phone calls from land based
lines will come to LAWA, 911 phone calls about LAX problems that are made by cell phones
will go to the California Highway Patrol. LAX has been trying to address this issue to see that
they have the capability to get 911 cell phone calls at the airport. If LAX employees call 7 -911
on their cell phones it will go to LAX Police Department. Unfortunately, regular 911 cell calls
from passengers go to CHP. It is a problem because most people now only have cell phones.
LAWA is working through that issue but for now they have requested that every LAX
employee have LAXS dispatch speed dialed on their cell phones. It's not perfect, but it helps.
LAWA reminds them to call 7 -911.

Assemblymember Rodriguez - How would you respond differently to an active shooter
incident now?

Chief Gannon -Interoperability of phone systems is always an issue. There isn't a
technology solution right now. LAWA is working on exercises with the Los Angeles Fire
Department on responses on warm zone areas while not putting them at risk. They are also
putting LAX officers through this training. A 911 cell phone call made at LAX goes to CHP now.

Historically the response to an active shooter incident was time, talk and tear gas. Things
have changed dramatically. Columbine showed LAWA the need to speedily resolve these
types of shootings. Instead of shaving off 10 minute increments in our response we are now
looking at shaving seconds off. The Lax officers involved in our recent active shooter event
said the training they went through was harder than the actual incident.



Assemblymember Bradford — Interoperability is still an issue. Not being able to get 911
calls to the appropriate location creates delays and problems.

Chief Gannon — there are some things we would like to be able to do on cell phone
interoperability but we don’t have the technology or the ability yet.

Assembiymember Rodriguez — LAX needs to work with other workers and those who are
onsite. A better response can be provided for if there is training and cooperation with
contracted workers and their employees, janitors and others to make sure they are alt on the
same page when problems occur. You should work with everyone,

Training/Organization Models in Use Elsewhere

David Fukutomi - Cal OES Assistant Director and Superintendent of the Califarnia Specialized
Training institute

The mission of the Office of Emergency Services {“OES”) is to save lives and property. One
way we do this comprehensive preparedness is through training with state agencies, local
agencies, special districts and those in the private sector.

OES provides the California Specialized Training Institute or (“CSTI”) at Matber, California and
at the OES campus in San Luis Obispo. A portion of OES training is tuition or contract based.
Most of this training is paid for with federal grants such as the Emergency Management
Performance Grant {“EMPG”) or the Homeland Security Grant Program (“HSGP”), or the
National Domestic Preparedness Consortium {501c3 corporation). OES Contributes by
conducting training. Since 2003 OES has trained 1.4 million people in a class room setting and
1.8 million people in online instruction. OES and CSTI provided about $15 million in no cost
federal training. The California share of the homeland security grant fund provided 162
separate courses for California responders. That is about 40% of the courses provided
nationally. In active shocter courses almost 11,000 first responders have trained since 2007.

OES also supports training by the California State threat assessment system or STAS. OESis a
member of their state training group.

Mr. Fukutomi then provided instances of specific OES training programs in active shocter
incidences. OES conducts a large Stadium Initiative (“LS)”) workshop which is a table top
format that looks at issues at stadiums and large venues. The San Luis Obispo campus offers
first responder training, warehouse live fire training, online or mobile training at no cost to
students. OES provides a full spectrum of public safety training and conducts 60 live training
exercises in California annually. OES also assists customers in training by tailoring classes for
their specific needs.
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To meet specific needs, OES also conducts active shooter seminars for school response.
Following the San Diego incident we have provided training to locals, We use table top
discussions that are focused on responses o develop best practices for the location and
situation — in all, nearly 200 schools and school districts — 54 police departments, over 40 fire
and emergency departments, were served by the active shooter initiative,

Questions

Assemblymember Rodriguez - What can the legislature do to help active shooter situations?

David Fukutomi - We all need to be on the same page under unified command. We
support those principles. We train not to address one type of incident but we train so that a
responder can adapt to any situation. The legislature should continue to support those
efforts.

Dr. Howard Backer - Director, California Emergency Medical Services Authorlty

Dr. Backer started by providing an overview of statewide tactical medicine and an overview of
the function and purpose of Cal EMSA. They coordinate disaster medical services and they
work with thirty-three state Local Emergency Management Service Agencies or LEMSAs.
EMSA certified personnel are part of the overall statewide emergency medical response.
There are 20,000 licensed paramedics and 60,000 certified EMTs. These personnel play a
critical role in support of law enforcement personnel. These personnel are used to reduce
morbidity and mortality for first responders and victims.

In the past these personnel were kept in cold zones while law enforcement personnel secured
the active shooter scene. Doing so meant delays in treatment for the wounded. Research has
shown there is new treatment available and that this requires cross training of personnel.
This involves two distinct training regimens - tactical medicine (medical care actually
imbedded in the swat team) and tactical training care which requirgs training Law
enforcement and EMS personnel.

In 2006, the Commission on Peace Officers Standards and Training (“POST"} and EMSA
partnered to create standards of medical care for personnel in swat teams. These guidelines
were finalized in 2009. The POST regulations became effective May 2010. The goal is to
describe minimal core standards for training for tactical medical care. This is a minimum of 80
hours and POST reviews and provides the applicable training,

There is a need to coordinate the EMSA role of medical direction and integration of
paramedics, EMTs and other medical personnel and minimum training and equipment
requirements.



Tactical casualty care — this training is not part of swat training and varies from 8 or 16 hours.
Standards include the use medical care such as tourniquets etc. and extraction of victims from
a warm environment to a coid one, Operational considerations such as a rescue task force to
treat and remove victims from a warm zore.

EMSA is going to revisit these training standards as interest has grown. Last year EMSA
started an EMS tactical advisory committee with OES, POST, and the State Fire Marshall's
Office to aid in better training programs between agencies and to discuss safety, first aid CPR
and treatments. This applies specifically to any discussion on active shooter incidents. They
are looking at expanding scope of practice and expanding minimal first aid topics. They are
also expanding guidelines for paramedics and EMTs to include active shooter events that
recognize the first goal is to stop the shooter and the second is to treat victims

Questions

Assemblymember Rodriguez stated that EMTs in 1984 had no training in active shooter
situations. Even now, when EMTs respond, they don’t have anything to protect them when
they are first on the scene. Are you looking at baseline training to address some of this?

Dr. Backer responded that initial training for EMTs and paramedics needs to go back and cover
some of this.

Assemblymember Rodriguez stated that he would like to see refresher courses that would
provide some of this information and training. The Tactical Medicine Card is a training aide
that is valuable. Assemblymember Rodriguez asked what legislation or statutory changes
might be needed to help EMSA.

Dr. Backer stated that EMSA currently has what they need for training.

Yvanne De La Pena - Program Director, California Professional Firefighter Jaint
Apprenticeship Committee

The California Professional Firefighter Joint Apprenticeship Committee or JAC is a joint labor
management training program for firefighters. The California State Fire Marshall’s Office and
the labor sponsor, the California Professional Firefighters Association, are responsible for it.
The loint Apprenticeship Committee ("JAC”) program has been a unified training response to
violence and provides training and encourages cooperation between agencies. Model
practices are used in the program,

The Office of Emergency Services has awarded grants to start program training. They have a
Committee of subject matter experts to start training. Curriculum is taken from FEMA's fire

administrators, IFF and Fallen Firefighters. We require fire and law enforcement persannel to
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atiend training together. The course covers historical perspectives; incident command,
unified command, and tactical operations rescue task force concepts. Part of the training
provides hands on EMS and tactical medicine skill stations.

JAC also provide other skill stations. There was a full video presented that showed the task
force at an active shooter training incident at a Jr high school. The training is used to see how
practices go in effect in several different violent situations. Fire and law personnel then
discuss the response and determine what the best practices should be. The IAC training is in
high demand. Showed example of work they are doing

Questions

Assemblymember Rodriguez stated that this is exactly the type of training he is looking at for
first responders. Isthere an opportunity for firefighters to have ballistic vests available?

Ms, De La Pena stated that there are pros and cons to providing these vests but they are
beginning to discuss this.

Assemblymember Rodriguez - “What can the Legislature do to help with training?”
Ms. De La Pena’s responded that they have a need to continue to fund this training.

Assemblymember Bradford concurred stating that there may be a need to equip firefighters
with ballistic vests, at least in some circumstances.

Captain Jack Ewell — Homeland Security Division, Special Enforcement Bureau, Los Angeles
County Sheriff's Department

Captain Ewell stated that the Los Angeles County Sheriff's Departmeni has the ability to
respond to active shooter incidences thanks to the help of many state agencies and available
training programs. They are looking at how quickly they can stop the shooter and how quickly
they can get medical care. The LA County Sheriff's Depariment responds as a single agency.
In the past they responded as law enforcement and fire agencies. They now have one single
unit by integrating law enforcement and emergency medical personnel, This has greatly
increased their response times to stop active shooters and to provide care for victims.

For mutual aid they rely heavily on OES and other law enforcement agencies. The Los Angeles
County Sherriff is the mutual aid coordinator for Los Angeles County and they help many
other agencies in the area. Captain Ewe!l mentioned the Santa Monica College active shooter
incident. Several police agencies and the Santa Monica Fire Department responded. As part
of the mutual aid in this incident the Sherriff's helicopter and a boat participated. In addition,
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numerous federal agencies were involved. LAX police and the Los Angeles Police Department
provided additional support and personnel,

As a mutual aid factor they have a helicopter manned by law enforcement and medical
personnel available seven days a week. Captain Ewell gave other Active shooter examples.

Training for the Los Angeles County Sheriff's Department is multi-pronged. They work on first
responder active shooter response tactics. Training is jointly performed with sheriff and fire
departments and is ongoing. They don’t look at just law enforcement work; the Department
also has sheriffs who are trained as paramedics with tactical care emergency medical training.
Hundreds of Los Angeles Sheriff's deputies have this training. Training is done year round and
is ongoing.

They use joint training exercises and go to onsite locations for realistic training.  They have
trained eight to ten times recently at colleges, hospitals, malls, court houses, schools and any
place an active shooting could occur. They also work with venue personnel to get them
comfortable in this training. As part of this development they work closely with OES on the
mutual aid concept. The Los Angeles County Sheriff's Department shares equipment with
others and this is reciprocated. They work closely with LAWA and Cal EMSA agencies. They
use Cal EMSA medical care placards and they are very helpful. They don’t use the placards
onsite but review them from time to time so they know it when they need it.

Lieutenant Joe Balicki - Orange County Sheriff’'s Department, Special Enforcement Bureau

The Orange County Sheriff's Department {“OCSD”) training for active shooter incidences
kicked off even before the Columbine shooting. They recognized the need and started
training early to learn from all previous incidents. They share the lessons and tactics of other
agencies to improve their own response. The OCSD current patro! rifle course is 40 hours long
and is based upon the Marine Corp rifle course. The basic rifleman course each deputy takes is
an eight hour course on immediate action rapid deployment which is active shooter training.
They also have training on tactical combat casualty care. They all go through this training.
OCSD runs driils to develop policies and procedures with fire and emergency care personnel.

They work with Orange County Fire to provide medical care in warm zones while securing a
scene. In November of 2013 QCSD ran a full scale exercise at a hospital. This exercise was
grant funded, well planned and they participated with local fire to work together and plan for
scene management. Grant funding is key to pulling these exercise programs together.

0CSD reaches out to schools and the private sector to create active shooter events including
after incident care including counseling.

They debrief on other active shooter incidents worldwide to learn what they could do in that
instance and how they can improve. Have looked at higher education facilities, have done k-

16



12 but are focusing on how to deal with campuses with adults. They reach into various
venues. It's not just about tactics but looking into prevention, i.e., they look at at-risk
students and they look at threat assessments at schools. OCSD makes sure they are
acquainted with each school so they know what they are facing should something happen.

Panel Il — Crowd Control and Evacuation

Passenger Evacuation Recap of 11/01/2013 Shooting at LAX Airport —

Jacqueline Yaft, Deputy Executive Director, Operations And Emergency Management, Los
Angeles World Airports
John Kinney, Director of Emergency Management, Los Angeles World Airports

LAWA panelists presented a Slideshow.

Ms. Yaft stated that Los Angeles International Airport {(“LAX"} is complex dynamic airport with
nine terminals. Sixty-five million passengers a year come through the airport. This amounts
to 11,000 passengers each hour, On the day of the shooting they were tracking airplanes
before and after the shooting that were going from and to LAX,

Showed video taken on the day of the shooting of the crowd running from the scene, The
video included television news reports on the incident. On the day of the shooting LAX had
1550 flights of which about 1100 had actually arrived or departed, There were about 23,000
passengers in terminals around the time of the shooting.

They had about 12 evacuation sites at the airport. Some passengers were evacuated from the
terminals while others were sheltered in place. Evacuation of passengers to the airfield is a
standard plan. There are airfield buses that will pick up passengers and move them to better
locations. On that date they had 36 bus trips with about 3,500 passengers ending up in the
bus gate (from terminals 1, 2 or 3). Some of the passengers were evacuated to lot C and some
were taken to roadways. Compounding the problem were passengers who continued to
arrive during the day. Los Angeles World Airports (“"LAWA”) worked with media and state and
local agencies to alert the public of the problem that was occurring and that there would be
delays and cancellations. A Department Operating Center was opened to establish a
command post.

John McKinney, Director of LAWA — In the aftermath of the shooting they have conducted
thirty briefings to date. Most of these focused on public safety. LAWA brought in a third
party to review the entire incident and conduct briefings. They will be issuing a report on the
active shooter incident. Mr. McKinney discussed some of the initial findings.
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LAX has airport response teams — these are not LAWA but other employees who are not first
responders. They have 115 employees trained to date and would like to have another 300
trained. Their purpose is face to face communication with passengers as well as with
individuals with special needs. They have also been working on the wireless emergency alert
system. This will auto text cell phones by geographically determined cell towers. They also
have L.A. County Alert which is a messaging system to hard lines in and around LAX. They are
enhancing their public address system as well as paging procedures. They are focusing on
their training, their sheltering efforts, as well as care for passengers on airplanes and others

Questions

Assemblymember Rodriguez stated that there were reports that passengers sat on planes on
the tarmac for hours and had no information on what was going on. Can you address this?

Mr. McKinney replied that it is the authority of the airline and the pilot to release passengers
from the plane. Some of gates were occupied so they couldn’t bring planes to gates. LAX has
worked with airlines to make sure to get empty planes from gates so that they can de-plane
full planes.

Assemblymember Rodriguez - Are LAX contract employees part of the Airport Response
Team?

McKinney answered that no, they are not. They are working on emergency and active shooter
response in two different groups. LAWA trained first and then other groups such as haggage
handters and etcetera. Contract employees are a second layer of response. They also want to
use airline employees In the second layer of response. Both would work under the command
post.

Flight cancellations are the responsibility of the airlines. Most airlines have their own hotel
arrangements to take care of passengers that had flights cancelled. LAX does provide sheiter
coordination, On the day of the active shooter incident, LAWA coordinated to make sure the
shelter plan worked had three separate locations ready. Seventeen passengers did decide to
stay overnight and use their shelter plan.

Assemblymember Bradford asked about possible cell phone shutdown to ensure an explosive
device does not take place or preclude a suspect from using a cell phone to access information

about the event.

Mr. McKinney responded that the 911 cell phone response is now centralized in downtown,
That is not an issue that LAWA has the ability to address.

Training/Organization Models in Use Eisewhere




o Jim Herren - Chief of Police, University of California, Los Angeles
Margo Bennett — Chief of Police, University of California, Berkeley

Jim Herren testified that the University of California {“UC”} campus police departments vary in
size from around 10 officers (UC Merced) to the mid &0’s for larger schools. There is a total
police force at the UCs of 370 total sworn officers. They have trained rigorously for active
shooter incidences.

When UC campuses do respond they use similar plans to other law enforcement agencies.
Their first priority is to locate and stop the shooter. UC also has specialized tactical firearms
and they practice with them using tactics and equipment. After the shooter is stopped the
focus is rescuing the victims. At UCLA they actually have a unit of the LA County Fire
Department on campus. They also have paramedics with an EMS unit on campus. These
personnel are equipped with ballistic vests and helmets. Half of UC campuses in the state
have a medical center onsite and one has a trauma unit.

They have the capacity to broadcast to officers as a scene unfolds. They work to train faculty,
staff and students on what to do in active shooter incident. The standard training is, run if you
can, hide if you can’t escape, then consider fighting. UC campuses do have community
emergency response teams. Those are Student response teams.

UC police partner with other agencies in the areas. At UCLA they have what they term the
“Bruin Alliance” where they work with the FBI, LAPD, LAPD Swat teams and others. In
addition they have a UC police Department system wide response team where they work with
others. This is called MACTAC.

FB{ conducts training for managers in active shooter incidences. The FBI is right across the
street from UCLA campus police. There are challenges with training for these situations and
they can’t get enaugh. UCLA police also struggies with the operability of radios. LA-RICS {Los
Angeles Regional Interoperable Communications System) is the way to go but it is not online
yet. California needs to continue with the development of LA-RICS.

Each campus is different. Private universities generally don’t have their own police
departments. Some schools are so large you couldn’t lock them atl down. Each school has
different situations and problems. Each UC campus maintains their own alert notification
system, They can send students and staff a short message by email, text or both. They also
try to identify individuals who exhibit symptoms of warning behavior and try to get them help
first.

Margo Bennett — UC Berkeley conducted a table top exercise as part of a large venue event,
UC Davis, Stanford and others came and participated. The conducted a full day of classes and
focused on how to make large sport venues safer. They used 6 bomb dogs at the exercise. UC
Berkeley has two bomb dogs. Described their efforts to ensure safety prior to and during
football games, .



Like UCLA, Berkeley also has an emergency paging system where they can email or text
parents or students. Have a 15 member telephone call-in line where people have access to a
program where they can locate students or let parents know where their students are.

LA-RICS launched after 911 has become a laborious process. They are just getting there for
interoperability of radio systems. Every UC is required to have an MOU with local law
enforcement. It is a good idea to share the burden between the University and local
government and law enforcement.

Questions

Assemblymember Bradford asked if all UCs have bomb dogs.

Bennett answered that one other university does. UC Berkeley has been doing for a while, LA
doesn’t have dogs but would like to have a bomb dog.

Matt Bettenhausen - Vice President and Chief Security Officer, AEG

Mr. Bettenhausen was the California chief EM5 official and now warks for AEG (Anschutz
Entertainment Group). He stated that this is a timely and important hearing. How we
respond to active shooter incidences has evolved. The public’s respanse has also evolved.
We have to view everyone as 1% responders and everyone needs to he prepared for all
hazards, Prior to 9/11 we used to wait out hijackers, now even passengers won’t do that.
40% of all incidences are over in 6 minutes are 53% are over in 12 minutes. In any response,
time is of the essence. Everyone’s number one priority should be safety and security. AEG
gets it and they build it up from top to bottom.

AEG owns and manages stadiums around the world. They do festivals and concerts, AEG uses
SAFE or “Securing AEG Fans and employees.” They look at all facilities and assess
vulnerabllities. in any after action report our number one concern is communication. Unified
command at any event is of prime concern and they communicate through texting, PA
systems and other methods. They practice and exercise evacuations at every event as people
leave, There are times when it may be necessary to shelter in place. AEG as a practice always
reviews the flow of people at events.

They encourage; “See Something, Say Something” and they use this at their events. There i3
the myth of active shooters; that they just snap. This is not true. There is a process of
perceived injustice, a collection of abuse, being mentaily ill or other factors that lead to these

incidences.

Our version of fire's “Stop Drop and Roll” in active shoater incidences, is “Run, Hide or Fight.”
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AEG has great public-private partnerships. They do table tops with others and they let these
agencies use their facilities for exercises.

AEG has prepared a Large Stadium Initiative where they prepare their venues. Called “Urban
Shield,” this is their best practices that they certified for their events. At venues AEG screens
and searches bags. Need the ability to share information quickly. Education and
understanding is critical. One person can make a difference. AEG has passed out handout
safety guides at events.

Public Comment

Tim Maddox - Representing SEIU. Mr. Maddox has worked at three different terminals and is
currently working as a shop steward and industry Vice President for SEil). He urged LAWA to
include his co-workers in the experiences of training and preparation for emergency
incidences such as active shooters. SEIU members work with elderly and vulnerable
passengers, They guard doors and oversee crowd control. They are most likely to be the first
to see or come in contract with terror or other violence. During the November active shooter
incident an SEIU employee was the first to report to LAWA, They phoned it in and took the
initiative to evacuate elderly and disabled passengers. SEIU will be submitting their own
report on this active shooter event. They have important information to present and LAWA
has reached out to them. SEIU workers are a valuable asset that needs to be trained and part
of any response. Mr. Maddux urged that everyone please review the SEIU recommendations
when they are issued.

Questions

Assemblymember Rodriguez agreed that everyone should be part of this type of training and
preparation.

Closing Statements

Assemblymember Bradford thanked everyone for the reporting on the lessons learned on
November 1* of last year. There needs to be coordination of action and training and
resources. SEIU should be incorporated. “See something, Say Something” is an important
tool.

Assemblymember Rodriguez thanked the participants for traveling and presenting testimony.
This has given the Legisiature a better understanding of what we are doing and we need to do
better in active shooter incidences. Good to hear about what the legislature can do to
provide better facilitate response during active shooter incidences. Hopefully this hearing can
facilitate better coordination.

End of Hearing
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Message from the U.S. Fire Administrator

September 2013

This paper was developed as a fire and Emergency Medical Services (EMS) resource that can be
used to support planning and preparation for active shooter and mass casualty incidents
(AS/MClIs). These complex and demanding incidents may be well beyond the traditional training
and experience of the majority of firefighters and emergency medical technicians. The U.S. Fire
Administration (USFA) offers this report as one source of many available for the public safety
community, but it takes into consideration the diverse local service levels available across
America, In developing this paper, USFA consulted with individuals and groups engaged in fire
and prehospital EMS, law enforcement, and hospital medical and trauma care. We also consulted
with public safety organizations and numerous federal agencies.

If you have questions regarding this document, please contact the USFA at www,usfa.fema.gov.

Sincerely,

o A

Emest Mitchell
.S, Fire Administrator
.8, Fire Administration




Executive Summary
Backgrouni

More than 250 people have been kilied in the United States during what has been classified as active
shooter and mass casualty incidents {(AS/MClIs) since the Columbine High School shootings in 1999.
AS/MCIs involve one or more suspects who participate in an ongoing, random or systematic shooting
spree, demonstrating the intent to harm others with the objective of mass murder.

it has become evident that these events may take place in any community impacting fire and police
departments, regardless of their size or capacity. Local jurisdictions must build sufficient public safety
resources to handle AS/MCI scenarios. Local fire/Emergency Medical Services (EMS) and law
enforcement (LE) must have common tactics, communications capabilities and terminology to have
seamless, eflfective operations, They should also establish standard operating procedures (SOPs) for these
very volatile and dangerous situations. The goal is to plan, prepare and respond in a2 mannet that will save
the maximum number of lives possible.

Maximizing Survival

Extraordinary efforts on the part of jocal fire/EMS agencies and direct pre-planned coordination with LE
is required during response to these events in order to rapidly affect rescue, save lives, and enable
operations with mitigated risk to personnel. It is essential that local policies be put in place before
AS/MClIs happen to ensure coordinated and integrated planning, preparation, response, treatment and
care,

The recognition of AS/MCls as a reality in modern American life has led to the assembly of a number of
public safety organizations representing various disciplines to share and develop strategies for combating
the problem. Ore group, convened by the American College of Surgeons and the Federal Bureau of
Investigation in Hartford, Connecticut, developed a concept document for the purpose of increasing
survivability in mass casualty shootings. The paper, The Hartford Consensus, descrihes methods to
minimize loss of life in these incidents.

The Hartford Consensus identifies the importance of initial actions to control hemorrhage as a core
requirement in response to AS/MCIs, Experience has shown that the number one cause of preventable
death in victims of penetrating trauma is hemorrhage. Well-documented clinical evidence supports the
assertion.

The Hartford Consensus focuses on early hemoirhage control to improve survival, These very practical
recommetidations inciude the critical actions contained in the acronym THREAT:

T - Threatf suppression

H - Hemorrhage contro!

RE - Rapid Extrication to safety

A - Assessment by medical providers
T - Transport to definitive care




The THREAT concepts are simple, basic and proven, The Hariford paper points out that life-threatening
bleeding from extremity wounds are best controlied by use of tourniguets. Internal bleeding resulting
from penetrating wounds to the chest and trunk are best addressed through expedited transportation to a
hospital setting.

Coordinated/Integrated Planning and Response

To increase survivability of victims, fire and EMS agencies must incorporate THREAT principles as
SOPs. At a minimum, SOPs should include:

. Jointly developing local protocols for responding to AS/MCls. Fire/EMS and LE should plan and
train together,

. Planning for and practicing rapid treatment and evacuation, including who, what, when, where
and how it will be carried out,

. Using the Mational Incident Management Systemn (NIMS) and the Incident Command System

(ICS). Accordingly, fire/EMS and LE should establish a single Incident Command Post (JCP)
and establish Unified Command (UC).

. Fire/EMS, LE and all public safety partners planning and training together.

Including AS/MClIs in tabletop and field exercises to improve familiarity with joint protocols.
Regularly exercise the plan.

o Using common communications terminology, In addition to NIMS and ICS terminology, fire
department personnel must learn common LE terms and vice versa. Share definition of terms to
be used in AS/MCis and establish a common language,

° Incorporating tactical emergency casualty care {TECC) into planning and training. Training must
include hemorrhage control techniques, including use of fourniquets, pressure dressings, and
hemostatic agents. Training must also include assessment, triage and transport of victims with
lethal internal hemorrhage and torso trauma to definitive trauma care.

o Providing appropriate protective gear to personnel exposed to risks.

. Considering fire hazards secondary to the initial blast if improvised explosive devices (IEDs) are
used.

. Considering secondary devices at main and secondary scenes.

Determining how transportation to and communications with area hospitals/traume centers will
be accomplished.

AS/MClIs are volatile and complex. Research and history have indicated that the active risk at most
incidents is over before first responders arrive on scene, or shortly thereafter, but they may also require
extended operations. Extensive planning, recurrent training, and preplanned coordination are atl required
for optimal results. Coordinated invoivement by the whole community is essential. The public, fire/EMS,
Jaw enforcement, medical transportation, and medical treatment facilities must be engaged cooperatively
in order to maximize survivability and minimize deaths due to AS/MCls.










Fire/Emergency Medical Services Department Operational
Cousiderations and Guide for Active Shooter and Mass
Casualty Incidents

Background: Active Shooter and Mass Casualty Incidents (AS/MCls) require extraordinary
efforts on the part of the local fire/rescue and EMS agencies. Although these attacks usually end
within a few minutes from the time they begin, the incident and response actions may play out
over an extended period of time. Also, they may include a *“direct threat” or “hot zone” with an
ongoing active shooter(s); multiple casualties requiring extensive triage, treatment and
transportation efforts; and large numbers of response personnel, bystanders and spontaneous
volunteers.

Research from prior AS/MCIs has shown that casualties sustaining only minor injuries in most
cases will self-evacuate and may seek care from responding fire, EMS and LE assets on the
periphery of the event. This creates a diversion and causes a delay in medical response to the
area with people who are significantty wounded. Conversely, minor injured patients may directly
self-transport to nearby local hospitals, thus arriving and creating emergency department
crowding before the transportation of the more severely injured. If not prepared, this “reverse
triage effect,” where the least injured enter the medical systemn first, can greatly impede response
operations both on-scene and in the receiving hospitals. These incidents also require media
engagement, demand organizing and managing large amounts of logistics, and require
coordination among several disparate agencies, often from differing levels of government.

While the environment and circumstances will differ from incident to incident, there are an
overarching series of actions that seem common to most, and awareness and planning will better
position public safety agencies to effectively deploy when faced with an AS/MCI. The resultant
monograph is intended to serve as a generic guideline in assisting fire/rescue and EMS agencies
in preparing for and responding to AS/MCls. While this document is intended to be
comprehensive in scope, each agency will have to determine which parts of the information have
value to their circumstances and those that will require additional development for local agency
use. It is the intent of the USFA that this be 2 viable and dynamic document. As agencies engage
in this work, we look forward to receiving comments, additional ideas, and suggestions for
improvements in future editions.

Active Shooter and Mass Casualty Incidents (AS/MCI): This is a general term intended to
cover active shooter incidents involving one or more subjects who participate in a random or
systematic shooting spree, demonstrating their intent to continuously harm others. Since the
purpose of this document is not focused on the LE operations, we will use AS/MCls as the
incident descriptor. AS/MCls range from extensively planned terror-related events to unplanned,
revenge-motivated or random events.
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Successtul command and control of AS/MCls are based on multipie levels of planning and
coordination including intra-agency among the fire/EMS response assets; interagency among all
of the public safety and private sector responder agencies; externally with the facility personnel
who provide expertise regarding facilities and technical matters; and regionally with the hospitals
and receiving medical facilities. Using ICS provides a framework for managing the incident and
should be utilized by the responders and incident infrastructure operators. Effective planning
requires mutual goals, critical reviews, evaluation, revision and continued practice. Planning,
coordination, communication and information sharing must be common if not daily practiced
among all of the first responders to such an incident. Most often these agencies interact on
routine calls on a daily basis providing for multiple, albeit less complex, interagency relationship
building, communication and coordination. There must be a commitment to prepare and plan for
such an incident before it oceurs.

General AS/MCI Operational Principles: AS/MCls are compiex operations, and each requires
the intricate coordination of people and other resources. They aie extremely fast-evolving
incidents. Each one is conducted real time under intense news and social media scrutiny and
public interest. Several responding disciplines must work together to achieve the best possible
outcome, Success in response to AS/MCls requires prepared leadership, planning,
communications, training and competent execution. Although overall operational priorities are
unchanged from most routine incidents, for example, life safety, incident stabilization and
property conservation, in AS/MCls, the life safety and incident stabilization will be the nexus of
the operation.

1. ICS: NIMS advocates the use of 1CS. USFA has been a longtime supporter of the
National Wildland Coordinating Group ICS. Public works, LE, military, education, and
health agencies and associations have joined in supporting the use of ICS for all
emergency incidents as well as special planned events. It is used by federal, state, tribal,
teeritorial and local governments and is now embedded in most first responders’
operations. As such, this document supports ICS use. ICS should be the command and
control system implemented for all AS/MCls. The impact of well-deployed and
practiced use of the ICS among providers who are likely 10 respond together cannot be
overstated. The notion of a “unified” command must be wel] understood and practiced by
all for successful command and control.

2, UC: AS/MCls are, at their most basic level, crime scenes that have injured people in
need of treatment, rescue and expedient evacuation. Each incident is a primary LE event
but requires coordination between the LE on-scene lead and the fire/rescue/EMS on-
scene lead. UC provides the proper vehicle for command and control of AS/MCls;
therefore, responders should establish UC and a UC Post (UCP) as soon as possible. Fire
and EMS command elements should recognize that the LE on-scene lead will be actively
sending LE officers into the impacted area to directly engage the threat, secure the
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perimeter to ensure the perpetrator doesn’t evade, and to exclude inappropriate entry by
additional perpetrators. Additicnally, from almost the moment of arrival on-scene, the LE
lead will be determining LE resource requirements, developing intelligence on the
incidents, trying to identify the location and viahility of the victim(s), and many other
tasks, Thus, the fire and EMS commands should maove to the LE Command Post (CP)
and establish UC as planned.

Depending on local plans, there are several fire/rescue and EMS functions that can occut
during the time frame that the LE lead will be making tactical decisions regarding
operations prior to establishing threat zones for combined LE/EMS casualty rescue
operations. These functions include establishment of fire/rescue and/or EMS branches or
groups. Assist the LE on-scene lead by supporting the ICS functions that may not have
been addressed yet. It is essential that UC protocols be pre-established, pianned and
practiced. Operational command and contro!l of large-scale, multidiscipline/
noultijurisdictional responses requires practice and exercise to become effective. The
selection of the Operations Section Chief (OSC) position is usually assigned to the
agency having the highest priority for achieving the UCP incident action plan objectives.
Hence the initial selection of a LE officer for the OSC position with assistance from
fire/EMS, as the deputy OSC, in accordance with a UC system.

Plan for Treatment of Casualties: It is the perpetrator’s intended purpose to Kill or
injure people. Plan for casualties, when and where they will be treated, and how they will
be evacuated from the point of wounding. THREAT principles (hemorrhage control,
rapid extrication, assessment by medical, iransport to definitive care), to improve
survivability, should be an integral part of planning. Determine which agency or
personnel will locate casualties, triage them, provide point of wounding medical
stabilization, and/or remove them to a safe location. There should be preplanning
discussions with medical directors, medical control and with the primary receiving
medical centers regarding the principles of TECC. As the civilian equivalent of the
military combat medical guidelines, the TECC guidelines account for the unique
operational considerations and limitations of medical operations in high-risk conditions
and prioritize and focus medical efforts to only what must be done to affect survival.
Considerations should be made for all potential first responders, including LE patrol
officers, to be trained to the basic tenets of TECC. Training, equipment and protocols
around use of TECC for medical first responders shouid be explored, considered and
implemented when feasible. The survival benefit of TECC is based on rapid application
of point-of-wounding care, thus the equipment must be forward deployed for care to be
immediately implemented. This requires that TECC equipment and supplies be carried
with all other medical aid and equipment. In short, TECC equipment could become a
valuable part of the standardized equipment for fire/EMS response assets.




Usually police resources in the initial moments of AS/MCls are focused on locating,
containing and eliminating the threat, thus the local fire/EMS resources should emphasize
planning for rapid triage, treatment and extrication of the wounded. Tactical EMS support
personnel are not a typical resource because they are usually very limited in number, not
immediately available, and committed to their tactical team’s assignment. This will
preclude them from casualty care activities until the tactical team’s objective is met,
Considerations, planning and interagency training should occur around the concept of
propetly trained, armored medical personnel who are escorted into areas of mitigated
risk, which are clear but not secure areas, to execute triage, medical stabilization at the
point of wounding, and provide for evacuation or sheltering-in-place. Some jurisdictions
accomplish this through the deployment of Rescue Task Forces (RTFs). Were this an
ongoing ballistic or explosive threat, under the protection of LE officers these teams treat,
stabilize and remove the injured raptdly while wearing ballistic protective equipment, An
RTF team should include at least one advanced life support (ALS) provider. A few
agencies are even exploring the use of LE for rapid patient removal. When possible,
agencies should plan for warm zone, indirect threat-area medical operations to provide
TECC-driven point-of-wounding care according to their resources and capabilities.
Consider secondary devices at the main scene and secondary scenes in clase proximity to
the main scene. Such threats, if identified, would necessitate upgrading the area to one of
direct threat requiring rapid evacuation of all medical personnel and surviving patients.

News Media/Public Information Officer: The community-specific Emergency
Operations Plan (EOP) should have predetermined media connections, and the Public
Information Officer (P10) should be activated. Large extended events may necessitate the
use of a joint information system. Media may appear quickly and may aggressively
attempt to enter the CP, the exclusion zone, or other places to obtain direct surveillance
and communications with survivors, family members and/or responders. They may also
have aviation assets that may be co-opted for use in scene surveys but which should be
controlled to ensure safety of the operation. If aviation units become problematic, the
Incident Commander (IC) can request the Federal Aviation Administration to issue a
restriction for the incident area air space.

Strong consideration should be given for the use of a Joint Information System (JIS) that
consolidates all agency and incident information flow from the multitude of agencies
involved. A JIS further establishes a well-controlled information-sharing plan.

Utilization of the Joint Information Center (JIC) may be considered to house the JIS
efforts. Experience at previous AS/MCls demonstrates the advantages of locating the JIC
at a different iocation than the CP. DO NOT CO-LOCATE THE JIC AND THE ICP.
The PIO must have a plan for media announcements regarding a staging area for parents
and relatives of victims. In school shootings, the scene ts quickly inundated with parents
and bystanders, Considerations should be given to assigning P1Os or liaison officers to
support families of casualties in handling media requests.
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EOP: It is unlikely that any community can anticipate specific AS/MCI scenarios they
may experience, but it is possible to develop a generic plan that provides a model to
apply in almost every situation that arises. Each community needs to have a detailed and
comprehensive EOP, Federal Emergency Management Agency (FEMA) Publication
CPG 101, available at http:/fwww.fema.gov/pdf/about/divisions/npd/CPG_101 V2.pdf.
can be used to develop planning documents. The EOP may provide the framework for
command and control at AS/MClIs in the general section, or more often, in an annex
specific to AS/MCIs. In the absence of existing plans, the fire/rescue and EMS agency
leadership should develop a ptan for AS/MCI operations, The EOP must provide the
framework for coordinating the activities of police, fire, rescue and other supporting
agencies. Here are some things that should be considered in the development or revision
of the AS/MCI annex to an EOP:

a. The EQP is a written document.
b. The EOP should reflect the multiagency, multidisciplinary nature of the incident.
c. The EOP establishes command, control and communications procedures,

- Use of common communications tetminology is imperative.
- Personnel must understand common police terms to include:

- Cleared.
- Secured.
-- Cover.
- Hot zone/warm zone/cold zone and related terms (red, green, etc.).
o Concealment.
- Rally points.
- Casualty collection points (CCPs}),
-- Other
d. In accordance with NIMS guidance, the EOP provides for the establishment of a
single ICP.
€. The EOP plans for UC.
f. All emergency responders need to be apprised of LE plans and procedures,

strategy. and tactics:

- LE personnel may bypass injured victims to subdue the perpetrators.

- LE protective gear will not protect them from all threats.

- LE personnel may attempt to enter an AS/MCI area without waiting for
additional units in order to contain or neutralize an active threat.

- Most LE agencies will not wait for SWAT to engage active shooters.

- LE may request fire/rescue/EMS equipment to breach or force structural
elements or to access roofs or other areas, or other needs. LE may request
fire/rescue/EMS personnel to assist with operating specialized equipment.

- LE may request fire/rescue/EMS personnel to assist with victim triage,
treatment and/or removal from the danger zone. LE should train to
accompany personnel inio areas of higher risk to perform these duties.
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- LE should be aware of fire/rescue/EMS capacities, tactics and procedures,

g. The EOP establishes the preincident requirement for discipline and integrated
training in use of the plan.

h. The EQP directs a coordinated public messaging process through the PIO and/or
JC.

i. The EQP should address aviation considerations including establishing helispots,
landing zones, controi of aircraft in the incident area, and excluding unauthorized
aircraft. The EOP should include communications plans between aviation assets
and incident operations and consider establishment of an Air Ops Branch,

i The EOP must consider the use of additional community resources. Agreements
for automatic and mutual aid should be formalized.

k. To the extent possible, in advance, designate staging areas, rally points, CCPs,
and the CP. Consider designating primary, secondary and alternate positions in
the event that one of your designated positions is in the “hot zone™ and unusable.
If possible, avoid obvious locations such as police or fire stations that may already
be targets. ]

L. The EOP should consider specific target hazards and relocation and support areas
in the preincident planning process. The incident may require facilities where
outside persons will need to contact or interact with the “surviving victim
population” (for example, schools, day care centers, hospitals, entertainment
venues, hotels, and other public assembly areas) and ideniify and staff a family
assistance center. The assistance center should be readily identifiable, large
enough to hold and administratively process survivors as they are released to
families, provide basic sinenities, make referrals to post-incident counseling
services, and have adequate traffic flow (buses may be used in large incidents)
and parking. The family assistance plan includes custodial care, reunification,
guardianship, accountability, mortuary service pianning, and victim tracking.

m. The EOP should address the process for obtaining additional support and
resources from external resources. Supporting agencies and resources should be
integrated into the UC.

- Liaison officers and systems should be planned, empowered and
understood by the UC and supporting agency.

- Management of planned and spontaneous volunteers must be addressed by
UC and supporting agencies.

n. The EOP shouid be reviewed, endorsed and supported by the community
policymakers, including medical and educational communities,

0. The EOP should be reviewed, exercised and updated regularly. After the AS/MCI,
wherever located, consider the timeliness, completeness and efficacy of the EOP,

EQOPs are only effective when they are exercised, updated and regularly used. Where

possible, jurisdictions should follow the Department of Homeland Security’s Homeland
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Security Exercise and Evaluation Program. The improvement model used in this program
will help the jurisdiction to enhance response readiness.

Interagency On-scene Practices: Many of the standard operating practices an agency uses in its
day-te-day operations may be unchanged for AS/MCls. Some will require reconsideration and
perhaps modification. AS/MCIs usually involve a perpetrator trying to maximize casualties, so
responders need to exercise due caution en route to the incident as well as after arrival. A single
ICP is crucial. LE should always maintain a presence at the UCP to coordinate operations and
ensure the safety of all personnel operating on the incident, even if the OSC assignment shifts
from LE to fire/rescue/EMS.

a.
b.

Use a deliberate and cautious approach to the scene.

While the community-accepted practice has been staging assets at a safe distance
(usually out of line-of-gight) until a perimeter is established and all threats are
neutralized, considerations should be made for more aggressive EMS operations
in areas of higher but mitigated risk to ensure casualties can be rapidly retrieved,
triaged, treated and evacuated. Rapid triage and treatment are critical to survival.
Consider tuming off emergency lights and waming devices before arrival.
Remember many frightened citizens may be flecing the event and are likely to act
in an unsafe manner, so use extreme caution. Clarify this procedure with LE
authorities since there have been reports wherein the perpetrator ends the threat
when they hear or see public safety personnel or units arrive on-scene.

If exposed to gunfire, explosions or threats, withdraw to a safe area.
Consider/Investigate the use of apparatus’ solid parts such as motor, pump, water
tank and wheels as cover in the hot zone. Understand the difference between
cover (protection from direct fire)} and conceaiment (protection from observation).
Remove victims from the danger zone in a manner consistent with predetermined
agency training and standards of practice. LE officers may bypass casualties in
order to eliminate the threat.

Use internatl CCPs for large area facilities with multiple casualties where
evacuatton distances are long. Point-of-wounding medical stabilization should
occur prior to evacuation to the CCP, which should provide cover to the injured
and responders and be secured by LE officers. Identify people at CCP for
accountability and protection of staff.

For larger geographic incidents or incidents with travel barriers, consider the use
of multiple staging, triage and other supporting setup areas.

Establish the single UC ICP in safe iocation. Secure the CP. Remember the CP
may become a target.

Events with mobile perpetrators or sequenced attacks may necessitate CP
relocation and additional protection or security.

Establish P1O and a JIS.

Establish UC with LE as lead operational component.
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Establish ICS structure necessary to manage the incident. Consider fire and EMS
branches in operations.

The UC/LE lead determines the type of operation and direct strategy.

LE “on-scene” radio report shouid not be construed to tmply that the scene is
secure or safe. A scene is not considered secure until a detailed deliberate search
of the entire area is concluded.

Stage fire/EMS resources, identify and prepare personne! for operations in areas
of higher risk, if appropriate, and await instruction. The first unit/responder in
staging capable of managing staging until the appointment/arrival of a designated
staging officer should assume that responsibility.

The staging area should provide hard cover and concealment from perpetrators.
Minimize people exposed to unnecessary risk. Provide appropriate protective gear
to personnel operating in indirect threat areas.

If bystanders become hostile, extricate yourself. Advise UC.

Have a “duress code™ known to all responder personnel.

UC shouid have the communications center alert area hospitals. UC may ask for
activation of their Multiple Casualty Incident Plan. Some casualties may “self-
present,” and emergency rooms need to be aware of the situation.

Consider early ordering for additional triage, treatment and transportation
resources. This should be detailed in a preplan established order by predetermined
resource needs based on the extent, scope and antictpated duration of the event.
Use identification that 1s discernible from a distance, Police snipers at

Columbine were unable to identify a fire officer and treated him as a suspect.

Be aware that responders may be wearing uniforms and civilian attire, so
exercise caution in identifying individuals.

Work as teams or in pairs as 2 minimum. If possible, assign an extra responder to
serve as a team spotter. Their role is to observe, identify and avoid threats while
the balance of the team executes their tactical assignment. This is similar to some
of the safety precautions used in wildland/interface firefighting.

Have medics and personnel who might be in situations requiring indirect threat-
area operations for point-of-wounding care train to the tenets of TECC for
guidance on prioritization and familiarization with the management of ballistic
and explosive wounds. Departments should train and equip fire/rescue/EMS
personnel to work with LE within areas that are clear but not secure, representing
an indirect threat risk, for immediate lifesaving interventions, The RTF concept is
designed for this purpose.

Mental and physical health for responders remains a tactical consideration
throughout the incident. It is possible that some of the responders know the
aggressors and/or victims. The UC should determine how to utilize or relieve
these responders.
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aa,

Assign exira communications personnel for the CP to meniter inbound
inteliigence from responders. These types of incidents provide a tremendous
amount of radio traffic with real time updates coming from fleeing civilians and
responders, Due to the critical time factors involved in getting inteiligence back to
the entry team personnel, extra communications personnel should be aliocated to
receive, analyze and rebroadcast (per the UC) the many data transmissions
received.

Operational Practices En Ronte and On-scene: As a part of the initial assignment or for a
senior officer en route to AS/MCls, there are several additional considerations. These may

include:
a.

-

—

Obtaining the maximum information/intelligence en route. If closed circuit
camera systems allow visual monitoring of the area or specific elements, they
should be utilized.

On-scene, verifying what you can as a part of the size-up.

Determining threats to response personnel as well as additional civilians.
Obtaining as much information as possible from persons who have fled the event.
This is usually done by LE personnel, but may also be done by fire/EMS, if in
certain situations, Fire/EMS personnel must provide LE with any
intelligence/informatton obtained during patient/casualty contact or treatment.
Medical facilities should alse be trained to provide any non-Health Insurance
Portabitity and Accountability Act information to LE.

Considering IED possibility or other secondary devices. This speaks to the
consideration of a second level of staging for the balance of responding resources
until they are needed and can be advanced in safely.

If first on-scene, ensuring LE and other necessary resources are en rowte.
Expanding alarm as required, but using smallest response appropriate. Ideally, to
the extent possible, this should be preplanned by the number of anticipated
victims.

Identifying a safe staging area for inbound resources.

Establishing command (done by initial officer).

Establishing CP as soon as possible.

Using single CP to establish UC.

Using P10/JIS function for release of information. Exercise caution regarding
releases to avoid compromise of operations.

Accounting for victims on the scene, those who may be relocated to safer or
reunion areas, and those transported to medical or other facilities. (Accounting by
name, if practicable, or by gross numbers should be protected information). Most
agencies will have explicit policies in that regard and have noted the tracking
location of children to be essential.




i, Accounting for response personnel, Establish an accountability process for all
incident responders to the incident. Use a check-in/-out procedure,

0. Communicating all movement on the incident, especially if the threat has not yet
been contained, to the ICP and units in the operations section.
p. Calling for resources trained in AS/MCIs necessary to staff ICS to the appropriate

level. This speaks to having an adequate number of ICS-trained and capable
personnel to expand to the incident size. Reassess every 30 minutes or during
periods of low activity.

q Basing the assignment of statf on qualifications, available resources, and the need
for extended operations periods.

r. Considering the possibility of spontaneous volunieers attempting to participate in
the incident. Determine how/if they may be used, informed, controlled and
dismissed. In AS/MCls it is possible some volunteers will be armed. Consider this
in planning.

Post-incident/Demobilization: While stand down is an appropriate time to decompress and
refresh, it also is the best time to capture staff recollections of specific events that may not have
been well documented. Obtain responder listings and tasks performed. This is also the time to
account for equipment, pack supplies, complete records, and release staff to duty or home. A
demobilization plan will include member information regarding post-incident briefings, stress
management briefings, and family support information.

a, Establish and manage a formal unit-release process.
Collect incident management records and unit logs.
Determine and announce an incident debriefing strategy (UC).
Assign a debrief team to prepare a report of the incident.
Determine and announce a stress debrief plan,
The PIO position may stand down, returning that responsibility to the IC. Based
on the size of the incident, there may be a need for ongoing support of this
function.
Set up an EOP AS/MCI plan review and evaluation team (UC).
Prepare evaluations by position {(UC).
Close down the CP.
Prepare and review the EOP AS/MCI report and evaluation (UC or command
group, the community policymakers, and others as determined by policy). The
report may be sensitive and involve ongoing investigation. It should be reviewed
by appropriate legal authorities prior to release based on agency policy.
K. Assure appropriate stress debriefing and management resources for all personnel.

e e o
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Media/Information Resources

There is much more valuable information to be learned from past incidents and the best practices
created by those who have experienced them. You are encouraged to go to the following
locations for more information.

Note: We are providing the following information and links to third-party sites for your
reference. USFA does not endorse any nongovernment publication, website, company or
application.

. U.S. Department of Homeland Security website: Active Shooter Preparedness,
http://www.dbs.gov/active-shooter-preparedness.

. Hamilton, Steve C,, September 2012, Fire Engineering, pp. 26-35.

. Vernon, August, June 2012, Fire Engineering.

L Video article, Fire Ground Commentary — Mass Shootings, October 18,
FireRescuel News Chief Rob Wylie.

. Krebs, Dennis R.. When Violence Erupts: A Survival Guide for Emergency Respondets,
Jones & Bartlett, 2003.

. Renaud, Cynthia E., (2010), Making Sense in the Edge of Chaos; A Framework for
Effective Initial Response Efforts to Large-Scale Incidents, thesis, Naval Postgraduate
School, San Diego, CA.

] U.S. Fire Admintstration, (2012), Fire Service Operations for the Southeastern
Tomadoes: April 2011, Emmitsburg, MD.
. U.S. Fire Administration and TriData Corporation, 1999, Wanton violence at Columbine

High School. April 20, 1999: spectal report, (Emmitsburg, MD), Federal Emergency
Management Agency, U.S. Fire Administration.

. Baldanza, Mauro V., 2005, Fire department response to “active shooter” incidents. Fire
Engineering.

’ Ludwig, Gary G., 2012, The active shooter: a special challenge — plan and practice your
fire-EMS responsc to mass-casualty shootings, FIREHOUSE.

. National Fire Academy — 2012 Field Operations Guide.

D FIRESCOPE's Field OPS manual, MCI secfion.

» National IMS Consortium Model Procedures Guide, 2008 Book 1, Multi-Casualty section
with appendix

. Firefighter Life Safety Initiative 12,
www . lifesafetyinitiatives com/12/FLSI12_FinalReport.pdf.

. Jones, Jeff, NIMS Field Guide, Informed, 2006,

. Swanson, Eric, Law Enforcement Field Guide, Informed, 2004.
. Glarum, Jan and Swanson, Eric, Homeland Security Field Guide, Informed, 2004.
. Federal Emergency Management Agency — Incident Management Handbook: FEMA B-

761/Interim, 2009,

. FIRESCOPE California, Fire Service Field Operations Guide, ICS 420-1, Incident
Command Systems Publication, 2001,

. Website for the Committee for Tactical Emergency Casualty Care www.C-TECC.org.
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Callaway, David W., Smith, E. Reed, Cain, Jeffrey, et al, Tactical Emergency Casualty
Care (TECC): Guidelines for the Provision of Pre-hospital Trauma Care in High Threat
Environments, Journal of Special Operations Medicine, summer 2011, Volume 11(3): p.
1-20,

Smith, E. Reed, Iselin, Blake, McKay, W. Scott, Towards the Sound of Shooting: The
Arlington County Fire Department Rescue Task Force, Journal of Emergency Medical
Services, December 2009.

Joint Committee to Create a National Policy to Enhance Survivability From a Mass
Casualty Shooting Event, Hartford Consensus, April 2, 2013,

Joint Committee to Create a National Policy to Enhance Survivability From Mass
Casualty Shooting Events, Hartford Consensus II, July 11, 2013,

Committee for Tactical Emergency Casualty Care, http://c-tecc.org/c-tecc-
announcement-iaff-position-statements-hartford-consensus-document.

1AFF Position Statement,

http://www.iaff org/Comm/PDFs/IAFF_Active_Shooter Position_Statement,pdf.

DHS Active Shooter: How to Respond,

http://www dhs.gov/xlibrary/assetsfactive_shooter_booklet.pdf.

The FBI, hitp://www.thi.gov/about-us/cirg/active-shooter-and-mass-casualty-incidents.
Urban Fire Forum/Metropolitan Fire Chiefs Association Active Shooter Position Paper.

If you have questions regarding this white paper, please contact the
U.S. Fire Administration.

www_usfa.fema.gov

16825 South Seton Ave.
Emmitsburg, MD 21727

17 |



Assembly Select Committee on Local Emergency Preparedness

2. LAWA Report - “Active Shooter Incident and Resulting Airport Disruption — A Review of
Response Operations™ — March 18, 2014,










































Los Angeles International Airport Active Shooter incident

Overview of Public Safety

Primary responsibility for law enforcement and security at LAWA facilities, 1o include LAX, rests with the
LAWA Police Division (LAWAPD). Having a dedicated police force has proved vital considering the
airport’s role as an international gateway and its prominence as a possible target of crime and terrorism,
LAX is also a nexus for the activities of a variety of local, State and federal law enforcement agencies to
include the Los Angeles Police Department {LAPD); Federal Bureau of Investigation (FBI); Transportation
Security Administration (TSA}; Customs and Border Protection (CBP); Immigration and Customs
Enforcement (ICE}; and the Drug Enforcement Agancy {DEA), In addition, the Los Angeles City Fire
Department {LAFD) provides fire-fighting and emergency medical services, The LAWA Office of
Operations and Emergency Managerment administer planning, training, and exercise programs for LAX,
and supports LAWAPD and allied public safety agencies in any emergency response.

LAWA Police Division [LAWAPD]) — Consisting of roughly 1,110 police, security officers, and civilian
staff, LAWAPD is the largest force of its kind solely dedicated to airport palicing in the Nation, The
Chief of Palice leads LAWAPD and reports to the Deputy Executive Director for Homeland Security and
Law Enforcement. Three Assistant Chiefs provide leadership for subordinate activities to include
Operations, Support Services, and Homeland Security and Intelligence,

In addition to its patrot force, LAWAPD capabilities include K-8 bomb detection teams; traffic control
via security officers and motoreycle and bicycle units; a commercial vehicie enforcement unit; and a
security and access control unit that regulates entry into sensitive areas of the airport. Other
spacialized activities include critical infrastructure protection, emergancy services, and vuinerability
assessment and analysis. LAPD aiso patrols the airport under a joint agresment and provides the
LAWAPD with support when needed, to include Bomb Squad, Hazardous Materials, and Special
Weapons and Tactics units.

Los Angeles City Fire Department {LAFD) — LAFD provides aircraft rescue and firefighting, structural
firefighting, and emergency medical services (EMS5) support to LAX. Specifically, Fire Station 80 and
Fire Station 51, which belong to LAFD Battalion 4, provide these services to LAX. Battalion 4 includes
five other stations covering a 23-square mile area around the airport. Among them is Fire Station 5
that fies in close proximity to the northeast perimater of LAX. LAFD also maintains routine liaison with
LAX through an Assistant Chief assigned to coordinate all airport related activities with the LAWA
Deputy Executive Director for Homeland Security and Law Enfarcement and in turn, the Chief of
LAWAPD and LAWA Emergency Management,

LAWA Emergency Management Division (EMD) — LAWA EMD resides within the Office of QOparations
and Emergency Management. The Division manages a program of emergency management planning
‘that encompasses the development and maintenance of all Airport Emergency Plans (AEPs) and a full
portfolio of AEP annexes that provide detailed guidance for AEP execution. EMD administers FEMA
sanctioned incident command training for LAWA staff and implements s supporting program of FAA
mandated and supplemental exercises to validate AEP assumptions and reinferce skills acquired
through structured training. EMD is also the custodian of the Department Operations Center {POC).
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Airport Active Shootar Incident

Sequence of Events

In the week following the active shooter incident of November 1, 2013, a Joint Public Safety Working
Group was formed consisting of the Los Angeles World Airports Police Division (LAWAPD), Los Angeles
Police Department {LAPD), and Los Angeles Fire Department (LAFD}. Facilitated by the LAWA Deputy
Executive Director for Homeland Security and Law Enforcement, the group conducted a Public Safety
focused review of the incident to assess lessons learned and identify opportunities for improvement.

In the course of the group’s review, it considered the chronology of events as they unfolded and in so
doing, consulted a range of official reacords. These included dispatch voice recorder logs, video recorder
legs, Mobile Data Terminal logs, and dispatch records, Where records were not available, the group
interviewed individual respondars to fill in any gaps. The following has been taken from the work of that
review, An expanded representation of these same events is contained in Appendix B.

The Initial Shooting — At approximately 9:18 AM Pacific Standard Time (PST) on Navember 1, 2013, an
armed gunman entered Terminal 3 concealing a semiautomatic weapon, five 30-round magazines, and
hundreds of additional rounds of ammunition contained in boxes, Within two minutes of arrival, the
suspect approached the passenger queue line at the base of the ascalater leading to the screening
checkpoint and fired multiple rounds into a Transportation Security Administration {TSA) Officer {TS0O)
at point blank range. As shots rang out, nearby TSOs and passengers took cover or fled the immaediate
araa at the base of the escalator. The suspect began to proceed up the escalator, paused, and
returned to the screaning checkpoint and firad additional shots into the previously hit victim at point
blank range. Afterwards, the suspact continued up the escalator towards the screening checkpoint.

Advance Through the Tarminal — At the top of the escalator, most passengers and TSA security
personnel within the screening checkpoint self-evacuated when the initial shots were fired. Many fled
into the concourse area or through doors leading them onto the airfield; those that stayed within the
terminal hid inside stores, closets, restrooms, and behind other forms of cover, After the suspect
walked past several passengers and through the exit lane of the screaning checkpoint into the
concourse area, passengers fled the terminal toward the street exits. The suspect made his way
through the concourse, shooting at fieeing passengers and TSOs wounding several victims, including
two TSOs and one passenger. Each victim was able to flee or take cover after being wounded,

Calls to Police - At 9:20 AM PST, LAWAPD and LAPD communications centers began recsiving
emergency calls about the shooting via mobile phone and emergency direct-connect “Red Phones”
located at screening checkpoints. Dispatchers immediately broadcast notifications on their respective
frequéncies, LAWAPD and LAPD Pacific {PAC}, and dispatched several units to LAX Terminal 3.

Pursuit of the Suspect ~ At 9:22 AM PST, many LAWAPD officers converged at Terminal 3
accompanied by CBP and LAPD officer(s) on regular assignment to LAX, accessing multiple entrias and
exits (e.g., airfield doors, padestrian bridges, upper and lower levels, ste.] to enter the facility. To
prevent additioral casuaities, the polica officers guickly formed into strike teams and entered the
concoutse to stop the active shooter and sacure the area as quickly as possible. At 9:24 AM PST,
LAWAPD ordered the closure of all roadways into the CTA, Airfieid perimeter security access posts

were also ordered locked-down as a protective measure.
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Los Angeles international Airport Active Shooter incident

Sihooter in Custody — At about 9:25 AM PST, LAWAPD reported that the suspect was down at Gate 35;
30 seconds later LAWAPD had the suspect in custody. LAWAPD and LAPD then worked together to
secure the crime scena and search the terminal for other possible suspects and threats, such as
improvised explosive devices. As teams progressed through the terminal, they attended to the
wounded, and cleared hiding passengers and directed them to exit the terminal.

Securiiy Operations and Emergency Response — Beginning at 9:20 AM PST and for almost the next 6
hours, passengers evacuated from or sheltered-in-place within the terminals. Once outside, evacuees
were directed toward witness collection points at the TBIT. LAWAPD supervisors then ordered that a
perimeter be established around the terminal and a systematic search be conductad of the airfield. At
8:32 AM PST, as the search for additional threats continued, an Incident Command Post {ICP) was
established on the east end of Terminal 3. LAFD staged its vehicles at the east end of Terminal 2 and
also established a street-side triage area. At 9:48 AM PST, the LAWA DOC was activated to support
the multiagency response. These efforts included the movement of salf-evacuees from Terminals 1, 2,
and 3 to TBIT, relisving and providing provisions for passengers shelftering on over 10 aircraft, as well
as providing mass care for individuals once they were relocated to a secure facility. The provision of
mass care was not limited to evacuated passengers, but included providing individual assistance and
behavioral health services to responders, airport tenants, and employees.

Bacause of ongoing responder activities and the large number of self-avacuees on the airfield,
LAWAPD requested that all traffic and operations on the airfield be shut down at 10:03 AM PST, At
10:16 AM PST, the Federal Aviation Administration (FAA} issued a Tier 1 ground stop for LAX arrivals
because of the buildup of aircraft on the airfield. Responding units worked through this period to
clear the 301 and 401 parking structures, Terminal 3, and the airfield between Terminals 3 and 2.

Airport Recovery — As the initial response phase wound down, the first press conference was
conducted at 11:52 AM PST. Itincluded the Mayor of the City of Los Angeles, the LAWA Executive
Director, and LAWAPD, LAPD, and LAFD representatives. At approximately 2:00 PM PST, airline
employees and fiight crews were allowed to re-enter the CTA to prepare for normal operations. All
airfield access posts were re-opened at 3:20 PM PST and passengers and employees who sheltered-in-
place were allowed to leave. At 4:00 PM PST, all screening checkpoints, except for Terminal 3, were
reactivated and the CTA was opened for all vehicle traffic at 6:51 PM P5T. Termina! 3 remained closed
until the investigation and rehabilitation was complaeted at 1:05 PM PST on November 2, 2013,

Response and recovery efforts lasted approximately 30 hours. Throughout this period, all personne! —
from first respenders, tenants, airpart executives, employees, and mutual-aid agencies -- worked
tirelessly to isolate and clear every threat, provide mass care for all passengers, and keep the public
informed with the best information possible. While the shooting was limited to the confines of Terminal
3 and only lasted a few minutes, the cascading effects were felt throughout the airport and the
immediate surrounding area; over 1,500 flights and 171,000 passengers were affected.

Background Page 9












Los Angeles International Airport Active Shooter Incident

I}, Observations and Recommendations
Public Safety

it is almost impossible for law enforcement to prevent a threat such as the one that occurred at [AX on
November 1, 2013, The response by LAWAPD was immediate and heroic and the threat posed by the
shooter was ended without additional loss of life due to the training and tactical ability of the officers
involved. However, the event does give the opportunity to pause and consider how a more
sophisticated shootar, multiple shooters, or simultaneous events should be managed in the future.

This section focuses a subset of issues touched on by the Joint Public Safety Working Group, and
includes othars that have surfaced either through post-event interviews or group dsbriefing sessions.
The discussion below blends these inputs into a refined set of global observations and recommendations
for public safety community and LAWA management consideration. Additional observations and
associatad recommendations related to incident management, response operations, and emergency
preparedness are reflected in greater detail within the respective sections that follow.

The observations below are not intended to be an exhaustive examination of overall security or police
and fire department tactics during the active shooter incident of Novemnber 1, 2013 but are intended to
point the way toward some basic improvements and a more holistic and integrated security program,

Joint Public Safety Review

In the week following the active shooter incident of November 1, 2013, a Joint Pubiic Safety Working
Group was formed consisting of LAWAPD, LAPD, and LAFD, Facilitated by the LAWA Deputy Executive
Director for Homaland Security and Law Enforcement, the group conducted a Public Safety focused
review of the incident to assess lessons learned and identify opportunities for improvement.

The Public Safaty review spanned a ra'nga of issues related to: prevention and preparedness; incident
detection and notifications; use of video surveillance; police and EMS capabilities; radio communications
interoperability; and emergency evacuation of airport terminals. There were also four current security
and prevention/protection activities that were given special consideration by the group: randomization
of patrol practices; vehicle screening at checkpoints; use of closed circuit television (CCTV) cameras; and
tactical response opearations.

Patre] Practices - LAWAPD has implemented randem patrol and show-of-force tactics designed to
continually change the face of police presence at LAX and make attempts at pre-attack surveillance
and pradiction of police security posture difficult. These Random Action Measures (RAMs) include
 directed patrol of teams of officers and K-9s to densely populated areas of the airport and special
patrol details to provide a sudden high visibility police presence at any place or time on the facility,

Operation Safe Entry — Another RAM tactic is the Operation Safe Entry Vehicle Checkpoint program
amployed by the LAWAPD. These checkpoints randomly inspect vehicles entering key access points to
the LAX CTA, On the marning of November 1, LAWAPD was operating multiple Operation Safe Entry
checkpoints, The Public Safety Working Group concluded that it is possible the shooter accassed the
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Los Angeles Internationa: Airport Active Shooter incident

Background

Airport police must maintain a robust capacity to interdict armed threats whether by ¢riminals, lone
shooters, or terrorists using conventional weapons and/or explosives. Plots and armed attacks against
airports are not without precedent and have been a constant concern for airport authorities worldwide.
As history has demonstrated, such thraats could be more aggressive and lethal than the events of
November 1, 2013; thus, any evaluation of security effectiveness should not use that incident alone as
the benchmark. Had the attacker not been highly seiective in his targets, and/or had there been
multiple attackers with weapons of greater lethality, the outcome might have been far different.

Although it may not be possible to prevent a major crime or attack on an airport, it is possible to identify
its potential, deter its occurrence, and respond to a threat once it has materialized. An ability to carry
out these actions places a premium on intelligence, private sector/civilian engagement, security design
and systams, situational awareness, interoperable communications, command and control, oparational
capability, and a high level of coordination, not only among law enforcement agencies but also with
civilian stakeholders and security counterparts. Whether focused on thwarting crime or violent attacks,
security operations should be risk-based, holistic, layered, and well-integrated, as described below:

Risk-Based — Airports are highly complex systems, with a wide array of potential threats and
vulnerabilities to be considered. However, simply adding more security does not necessarily provide
better security. Determining priorities and where to achieve greatest value for the doltars invested
requires regular, systematic assessment of the likelihood and conseguences {or risks} associated with
a range of threat scenarios that morph and change more quickly now than ever before. Collaborative
engagement in a security risk assessment process across the airpart community builds the buy-in
needed to develop and sustain a holistic security program over time. Not all risk reduction strategies
yield the same value and what may have been a prudent measure at one point in time may need o be
reevaluated as the threat evolves and conditions change. Leaders must be open to challenging
established practices and demonsirate a wiilingness to change direction as needed.

Holistic — As often happens in complex systems, airport security can evolve in a less than planned way.
Responsibility for key functions may be divided across organizations, practices and systems may
develop as silos unconnected ta the greater whole and, as a result of that fragmentation, holes in the
fabric of security may develop and new vulnerabilities emarge. An effective risk assessment uncovers
those vulrerabilities and provides focus on what is missing or misaligned and suggests ways to fill
those gaps. That includas using layers of security that are integrated to leverage a more complete and
well-rounded program that is flexible to adjust as risks evolve, Risk and vulnerability assessments of
LAX will likely continue to be performed by a variety of agencies for different purposes, LAWA must
work collaboratively with those agencies to ensure it receives maximum value from those assessmeants
and is able to integrate assessment results into its own movre holistic risk management program.

Layered — Typically the most robust aspects of airport security are at the perimeters and screening
points leading into the protected areas, Considerable focus and effort goes into thase locations and
often less so across the rest of the facility, To avoid single points of failure, security strategy must
follow a defense-in-depth mindset, where all parts of a layered and interdependent security program
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Los Angeles iniernational Aivport Active Shooter Incident

Background

A 2013 study of active shooter incidents condycted by Texas State University reinforces the notion that
this threat may be on the rise and that its lethality may be escalating, with 21 events occurring in 2010
alone. According to the study, nearly half of these events are over before police arrive. Howaver, police
were required to use force to stop the killing in 30 percent of all cases studied. Of those cases where
force was used, the majority (71%) required use of deadly force, The study further notes that officers
were shot in 15 percent of events underway when they arrived. “That makes on active shooter call
among the most dangerous in law enforcement.”* Thus, the study highlights the need for coordinated
response by police and other public safety partners. It also offers ideas for consideration in three areas:’

Police Preparedness — Police require training in the tactical skills necessary to deal with active shooter
incidents; such training must span both indoor and outdoor environments. As active shooters may
employ a variety of weapons to include high-powered rifles, and engagements may occur both over
long distances and in proximity to innocent victims, officers must be aquipped with or have quick
access to patrol rifles and possess the marksmanship skills to apply precision fire if needed. Given the
lethality of the weapons officers may encounter, appropriate ballistic protection is aiso essential.

MMedical Assistance — The priority of first arriving officers to an active shooter event must be to stop
the viclence by mitigating the threat. This may mean initially moving quickly past the injured with the
axpectation that medical help will follow. Because the more critically injured may succumb before the
area is secure, EMS personnel should be trained to enter the area under police protection and,
outfitted with the necessary ballistic armor, provide life-saving halp sufficient to permit evacuation,
Likewise, palice should be trained and equipped to perform basic trauma first aid to assist EMS efforts.

Training for Civilians ~ Almost half of all active shooter events are over befare police are on scene and
“the five highest casualty events since 2000 happened despite police arriving on scene in about 3
minutes.” Thus, active shooter awareness training for civilians resident in a potential target venue
could be a key element in saving lives. Police must work with the peop!e they serve to ensure that
those who may be at risk understand how to respond to an active shooter threat if one were to occur,

The terrorist attacks in Mumbai India in 2008 and the Westgate Mall in Nairobi Kenya in 2013 have
shown the lethal potential of coordinated attacks by teams of individuals using conventional weapons or
explosives on relatively soft or lightly protected targats. Whether such attacks are likely in this country
is uncertain. What does seem clear is that active shooter events are only one end of the violence
spectrum and that there is a range of plausible threats scenarios that airports must also now consider,

After reviewing 30 active shooter incidents and exercises, DHS has identified three areas naeding
continued emphasis: incident management, medical response, and public safety and security.® Failure
to address any of these may create cascading problems that affect other aspects of the response.

Incident Management — Active shooter incidents are rapid and dynamic, making it essential that, as
the initial tactical response is simuftaneously unfolding, incident command be quickly established to
enable operational coordination and communicatians, joint planning, and site security and protection.
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Recommendation 2.2: A year after the recommended mini-JCTAWS workshep, conduct a fuil-scale
tactical exercise to evaluate all aspects of response operations, EMS integration, and pubic alerting.

As part of the integrated LAWA review, sach member of Public Safety Working Group (LAWAPD, LAPD,
LAFD) has also individually identified improvement actions to address parceived gaps in organization,
training, and equipment for an active shooter event to be addressed within their respective agencies.
That work, coupled with lessons learned from a workshop focused on a whole community response to a
complex and multi-faceted attack, will help strengthen individual and joint preparedness efforts that can
then be tested and validated through a full-scale exercise. The process used should mirror the standard
cycle for capability building, which inciudes: 1) planning or revising plans based on lessens laarned;

2] making changes in organization, training, and equipment; 3} exercising to validate and adjust the
changes made; and 4) repeating the cycle in a process of continuous evaluation and improvement.
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Incident Command

Major airports are 2 complex and interdependent network of hundreds of individual operations. A
disruption in any one of those operations can have cascading effects across that network and the
greater air transportation system. Beyond the effects of weather and other natural hazards, airports are
also vulnerable to threats like terrorism and individual acts of violence, such as what occurred at LAX on
Novemnber 1, 2013. Managing the consequences of a significant airport disruption, especially an armed
attack, requires not only the coordinated activities of a host of uniformed pubilic safety agencies, but the
cooperation and integrated effort of the airport’s civilian management, operations personnel, tenants,
and even its transient public population,

Effactive rasponse and recovery requires a “whole-community” approach, That approach must be
reflected in the implementation of incident command, This section of the report largely concerns the
execution of incident command in responding to the active shooter event of November 1. Put simply, it
addrasses the "how" of the incident response process. The Response Operations section that follows
addresses more specifically the “what” of the response as it unfolded. In addition to considering the
execution of ICS, a number of related capabilities and processes are alse outlined,

Incident Command System

When an emergency requires a response from a variety of organizations and functional disciplines, the
use of common management processes and systems are vital to effective coordination, The ICSis
designed to enable effective and efficient command and control by integrating a combination of
personnel, facilities, equipment, and communication assets operating within a universal command
structure. Daveloped in the 1970s, ICS has since evolved as a standard, national best practice. Thus, it is
widely employed by first responders, civilian agencies, and private sector organizations across the
country to manage multi-agency and multi-juriscjictionai disaster response operations. In addition to ICS
guidance provided by FEMA, the FAA has adopted these same principles for the development and
implemention of multi-hazard Airport Emergency Plans {AEPs).

Application of IC5 — in their management of the security threat and the resulting airport disruption, all
of the agencies involved (uniformed and civitian) made a determined effort to employ ICS practices.
Use of those practices, espacially joint-agency “unified command” were key in achieving a successful
outcome. The shooter was nautralized in a matter of minutes, the impacted terminal cleared and
secured In less than 2 hours, and the entire CTA was assured safe and the majority of airport
operations resumed only 6 hours later, This could not have been achieved without the
professionalism, operational skill, and intense spirit of cooperation that was evident on that day.

Lessons learned ~ The application of incident command on November 1 indicated the need for
improvements in: situational awareness; alert and notification, interoperable communications; the
build-out of ICS structure; role definition between incident command facilities; information flow
within the ICS structure; and resource management. Enhancements in these areas will strangthen the
general preparedness of LAWA and its regional public safety partners.
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much in the same fashion they normally do in the ARCC, They brokered information sharing and
collaboration but did not do any pianning or otherwise help manage the totality of the response effort
as an important adjunct to activity in the ICP, This would include producing a common operational
pictura. Moreover, there is no definition of what a COP is at LAWA; no procedure for creating and
maintaining one; and no means to get that picture to the ICP on a regular basis for use in coordinating

the response and synchronizing the activities of the ICP and DOC.

The paradox of building and sharing situational awareness is that the DOC/ARCC has to get information
if it ts going to refine it and give it back, The DOC/ARCC will only get that information if those units that
must give it (the ICP and others) fee! that what they get in return is value added. The ICP did not
continually inform the DOC/ARCC nor did the ICP request DOC/ARCC help in painting a common
operational picture of the broader emargency. The ICP simply did not see the DOC/ARCC as relevant
and/or did not understand or appreciate its intended purpose or capability. The ARCC as an arm of the
DOC has great potential value in better informing the response to any emergency. Despite its
technology, that value was not fully realized on November 1 due to lack of procedures and training.

Recommendations

Recommendation 3.1: Create and codity procedures for the ARCC that support the production of a
daily common operational picture and associated briefings necessary during incldent response.

An old military saying is... “You will fight as you train.” The ARCC works wall for its intended day-to-
day purpose, but this model is not whelly supportive of its functioning in a high-pressure, time-
compressed environment such as an operations center in the midst of a crisis. The rhythm and daily
processes of the ARCC simply must mirror those that will be employed on DOC activation so that the
transition is as searnless as possible. The ARCC staff must also work together as a team and practice
the kind of information gathering, status monitoring, situation reporting, and operational brisfings
that it would support subsequent to-activation of the DOC in a real emergency. In doing so, #t will
hone these skills and be much better prepared to create a common operational picture at the outset
of an emergency, LAWAPD and airport operations should work together to define the common
operational picture requirements and dissemination processes for use within the DOC and the ICP,

Recommendation 3.2: Define requirements and process for matntaining continual sltuational
awareness across afl.alrport functions and the systems nacessary to facllitate information exchange.

The ARCC’s ability to create a common operational picture in the heat of a crisis will be largely
dependent on its ability to maintain continual situational awarsness across not only the genaral
operations of the airport, but also all aspects of an ongoing emergency response. To do this,
information requirements from various LAWA activities will need to be better defined and the
processes for situation reporting and continual exchange between the ICP and the DOC/ARCC will need
to be stipulated and reinforced in training and exercises. The posture in the DOC/ARCC must become
one of being energetically pr'oactive in organizing and pushing out situational awareness information,
rather than being reactive and waiting for requests from the incident command team, Synchronizing
the operational rhythm (e.g., schedule for reporting, briefings, and shift changes) will be vital to
ensuring that the exchange between the ICP and DOC/ARCC is productive and mutually supporting.
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police operations with the ARCC Duty Manager and staff; ensures liaison with the TSA representative
to the ARCC; and, as of November 1, was responsible for making an initial round of Everbridge
notifications. The protocol at the time was for the APICC to make the first set of Everbridge
notifications o public safety stakeholders and then the ARCC would send a sacond set to an expanded
list of airport staff and associated partners. Everbridge is an alert and mass nofification system that

speeds the emergency notification process.

Alert Capabilities — Alerts to emergency situations and calls for assistance can be received by LAWAPD
in a number of ways. These include radio calls from officers in the field; notices from the ARCC via the
APICC; 911 calls received by other police agencies and routed to LAWAPD; and direct calls made to
LAWAPD via its own unique emergency call number — (310} 646-7911. 1t can also receive direct cails
from LAX in-house airport phones by callers dialing 6-7911. LAWAPD is not a Public Safety Answering
Point {PSAP} for the handling of general 911 calls made over the commercial natwork.

When 911 calls are made from nen-LAWA phones at LAX, they go directly to LAPD end are routed back
to LAWAPD. When 911 calls are made from mobile phones on the airpart or in the vicinity, they are
answerad by the California Highway Patrol {CHP) and are likewise routad to LAWAPD. In addition to
these general methods of alerting LAWAPD of an emergency, there are Red Phones located at each
TSA passenger checkpaint to permit immediate and direct communications with Airport Police. TSA
can also reach LAWAPD via the posted emergency number or via the TSA representative in the ARCC
who in turn wouid refay that information to the LAWAPD Communications Unit via the APIIC.

tnltial Alerts — On November 1, the first indication of an emergency came at 09:19 AM, immadiately
after the first shots were fired. This alert came via a tall from the Red Phone located at the Termina! 3
TSA passenger checkpoint. An unidentifiad TSA agent apparently picked up the Red Phone but
immediately dropped it in the hasty evacuation from the checkpoint. The LAWAPD operator anly
heard the sounds of shouting and gunshots. With no caller identification for a call from & Red Phone,
and no one on the other end of the line, it was not initially known from where the call originated.

The next alert came immediately following at 09:20 AM from an airport employee who made the call
to LAWAPD from his personal mobile phone and advised that a shooting had just accurred at Tarminal
3. LAWAPD dispatcher immediately broadcast a notification of shots fired on the primary LAWAPD
radio channel and thus initiated the police response. A steady stream of telephone calls and radio
communications into the LAWAPD Communications Unit followed, nearly overwhelming the
operators. These included direct calls from people in the vicinity of the shooting and continuous calls
from LAPD and the CHP communications centers relaying calls they received from their 911 systems.

Emergency Notifications — As the LAWAPD Communications unit was handling the daluge of calls and
coordinating the LAWAPD response at Terminal 3, it was also simultaneously making emargency
notifications to numerous internal and external stakehoiders by radio, phone, text messaging, and E-
mail according to pre-identified lists. The LAWAPD APIIC was making other natifications using the
Everbridge mass notification system from the ARCC. ARCC airport operations personnel made still
more notifications, again using the Everbridge system, and via phone calls made personally by the
DOC Director in accordance with standard protocol. Al! of this was in addition to external notifications
to other stakeholders made by the LAWA Media and Public Relations Division via E-mail and phone.

Qbservatians and Recammendations Page 27





















Los Angeles International Airport Active Shooter Incident

Unifiad Command held its first incident objectives maeting at 11:00 AM and efforts were made to
organize responding assets into a single I1CS structure for the incident.

Analysis

Evan though all responding agencies made a strong commitment to implement ICS and a Unified
Command approach to managing the incident, there were several areas in which more disciplined
application of incident command doctrine and processes would have benefitted overall efforts at
response and recovery, These issues relate to the ICS principles described above and inciude: 1)
differences in perspective around the scope and focus of the incident command team (unity of effort);
2] the structure and capability needed to support incident managemant (scalabie organization); and 3)
how efforts to achieve objectives would be synchronized {incident action planning).

Unity of Effort —=The agencies involved were committed to collaborative decision-making within the
Unified Command and Airport Operations was included in all decision-making; however, the intense
focus of public safety [eadership on the tactical situation tended to narrow their perspective to that
aspect of the emergency alone. Such emergencies can place responders under upimaginable stress,
often causing them to mentally narrow their focus on doing what they know and migrating toward
who they know best.® No matter how well meaning the intent toward collaboration, this narrowing
actually works against real collaboration and reinforces an organizational bias that can limit how
leaders view the scope of the problem and who should be involved to soive it. In this case, the Unified
Command saw its rola as addressing the shooting and not the larger airport emergency.

On November 1, there were two emergencies, one a result of the other, There was the active shooter
event to include residual security concerns and then thare was the larger airport-wide disruption. The
first of course was of greater priority, but they were interdependent. While airport recovery was high
on the minds of the seniar leaders in the Unified Command, and it was discussed in the deveiopment
of incident objectives, this priority did not carry forward into either the build-out of the incident
command organization or in deliberate incident action planning, This impacted things like delay in
getting mission-essential civilian personnel into the airport to enable recovery, lack of awareness at
the ICP about mounting mass care needs, and less than seamless transition between airport-wide
security operations and tarminal restoration efforts. In addition to simple differences in
organizational perspective, Unified Command’s lack of awareness and thus attention to non-security
priorities was further compounded by the iack of strong and sufficient representation in the ICP by
Airport Operations to address these sorts of non-security issues.

Scalable Organization — While Unified Command did assign Section Chiefs for three of the four top-
line components within the ICS structure (Operations, Planning, and Logistics), only the Operations
Section was further built out and organized into branches with the assignment of resources from the
various public safety agencies. With a priority focus on security objectives, neither civilian airport
operations nor facilities management was included in the structure of the Operations Branch. Their
omission tended to hamper police - civilian coordination on mass care and recovery concerns and
unnecassarily limited the Unified Command’s access to civilian operational assets should those have

been required.
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The complexity of conducting multi-agency emergency response and security operations at a major
airport like LAX requires rapid and disciplined build-out of ICS structure, full inclusion of all disciplines -
public safety and civilian - in that structure, and application of a deliberate and predictable process of
planning and decision-making that can effectively drive response and recovery operations,

Recommendations

Recommendation 6.1: Make efforts to address the naturally occurring organizational bias that may
Inhibit full integration of public safety and civilian operations in unified incident command.

On November 1, the professionalism and spirit of interagency coilaboration among all of the agencies
involved was the primary factor in what was a remarkably successful response to a very serious threat,
Public safety leadarship was very mindful of the importance of resolving the security issue as safely
and rapidly as possible and included civilian operations in all decision-making. However, a tendency
for public safaty to see the incident in primarily security terms and a tendency for civilian operations
not to fully assume its role with a stronger place in the incident command structure meant that the
voice of operations was not as strong as it should have been. Joint civilian-pubiic safety training and
exercises would help further strengthen the growing spirit of collaboration even further.

Recommendation 6.2; Expand LAWA's Readiness Assessment and Performance improvement Drills
to train and evaluate staff In executing incident command and the build-out of an ICS organization.

An important oppartunity for building greater public safety-civilian operatians familiarity is in the
newly launched incident command training program — Readiness Assessment and Performance
Improvement Drifls (RAPID). RAPID is designed to strengthen the skills of LAWA personnel who will fill
key incident management roles in an emergency. Animportant factor on November 1 was a lack of
people with the necessary training, equipment, and technology. The capability to “rapidly” establish
the logistics of a fully functioning |CP weould have better supported the Unified Command and freed
leadership to address more strategic concerns. RAPID workshops and exercises should drive joint ICS
readiness and stress greater public safety-civilian integration.

Recommendation 6.3: Advance on-going “position-specific” training for police, civilian personnel,
and public safety partners to ensure readiness to fulfill key roles in the incident command structure.

Part of creating a robust ICS structure is ensuring enough properly trained and experienced personne|
are available to fill key roles during an incident. LAX has created a “tiered” system symbolized by calor
(similar to the different colored belts that classify 5ix Sigma) to incentivize staff to improve their
amergency management and responsa abilities. They have also partnered with the City of Los Angeles
Department of Emergency Managemsnt to provide airport staff with position-specific courses.
Position-specific training readies saelect staff to fill kay roles in the ICS structure {e.g., Planning Sactian
Chief, Logistics Section Chief, etc.). Lack of qualified staff to fill these roles was largely the problem
that prevented the buitd-out of the ICS organization. There were a ot of peaple around to help but
not many with the skills and experience to do what was needed on behalf of leadership. Roles like
Logistics Chief do not need to be done by a public safety official who might otherwise be better used.
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The DOC was initially staffed with 11 personnel and grew to 30 by mid-afternoon on November 1,
2013, [t remained open for three operational periods, and demobilized at 6:00 PM, on November 2,
The following agencies provided staffing for the DOC during one or more operational periods.

LAWA Partner Agencies
* Ajrport Operations * Transportation Security Administration
®  Ajrport Police &t American Red Cross
« Public Relations ® LA Co, Department of Mental Health
¥ Facilities Management Group " Los Angeles Police Department

¥ Customer Service

* Emergency Management

* Commercial Development Group
* |Information Technology Group

*  Ground Transportation Group

Key DOC Roles — The focus of key ICS staff positions at the DOC is very similar to that of counterparts
in the ICP, with the exception that these roles more typically perform as enablers and facilitators of
activity in support of the ICP and executive-level decision-making. The DOC Operations Section Chief
is concerned about problem-solving and advising on ICP implementation of strategy and tactics to
carry out incident objectives, and may control some operational tasks directly as required. The
Planning Section Chief provides the ICP and executive leadership with situational awareness and
manages the DOC part of the planning process. The Logistics Section Chief provides the resources and
services requested by the ICP, The Finance and Administration Section Chief is responsible for overall
management of costs and contracts. As such, in a major event, these roles need to be performed by
seascned staff with the requisite training, skilis, and Ieade'rship gravitas to be effective in a crisis. On
November 1, Airport Operations Managers primarily filled these key positions within the ICS structure.

Executive Leadership — Intagrating executive leadership into the incident management framework is
essential to inform response and recovery strategy development and drive key policy decisions,
Executive leaders provide overarching guidance, authorize resources, and in many cases grant
responders the authority to act en their behalf during an incident response. Basad on their executive
experience and position, they can provide insight into overarching considerations that rmight better
inform and enable response and recovery operations on the ground, Executive leaders can also
streamline interagency coordination an a peer-to-peer basis when problems arise or an impasse
needs to be bridged. The best way for senior leaders to fulfill these key roles is to maintain direct
association with the activities of the DOC. On November 1, most executives went directly to the ICP
and did not maxirnize the use of the DOC or provide senior-level guidance to ar from that facility,

Analysis

On November 1, 2013, the DOC played a valuabie roie in addressing non-security response issues that
were not being addressed by the ICP. However, not having operational assets assigned to it, the DOC
became preoccupied with organizing and managing those non-security tasks which overwhelmed its
ability to perform its primary mission. With the exception of airport operations liaisons assigned to the
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Accountability and Staging — it was difficult for responding agencies to maintain accountability during
the initial response, as mutual aid resources did not participate in a unified check-in process on arrival
at tha scene, some resources had self-deployed, and the lack of interoperable communications
between some agencies contributed to confusion and duplication of resource requests. As Unified
Command was being established, it required extra effort to go back and reconcile the status of
individual agency resources into a common picture of available response capabilities and shortfalls.
There was no commen view of what resources had deployed, where they were (ocated at the incident,
what roles they were performing, and whether additional resources would be needed.

Another challenge for Unified Command was the large numbers of vehicles parked on both upper and
lowar CTA roadways. Without a pre-designated staging area, resources reported directly to the scene
and were quickly assigned responsibilities within terminals and parking structures, Unified Command
attempted to get responders to relocate their vehicles to other locations, but in many cases it was
unable to determine who the vehicles belonged to, or the location of the operators. As these vehicles
were delaying the reopening of the CTA, Unified Command eventually had to resort to towing

responders’ vehicles out of roadways.

Resource Planning and Tracking - In the absence of built-out ICS structures at the ICP, and the lack of
effective communication and planning processes between the iCP and DOC, it is unctear how resource
needs were identified, prioritized, and fulfilled across the breadth of the entire incident. The lack of
an established planning process between the ICP and DOC meant that resource needs were not
systematically assessed to determine shortfails in capab'ﬁlities, ways to fill those gaps were not
identified, and resources committed to the incident were not tracked. The Pianning Section should
work with Operations to identify resource requirements for the incident, while an expanded Logistics
Section provides resource support to Operations. Without robust capabilities in these areas, resource
reguests and tracking activities were decentralized which made it difficult for Unified Command to

determine whether incident resource neqds were being met effectively.

Recommendations

Recommendation 9.1: Refine mutual aid agreements with public safety partners to include
guidance on deployment and staging, and conduct periodic training and mobilization drills.

LAX is 2 complex facility with a layout unfamiliar to many neighboring responders, as well as unique
hazards and operating conditions, LAX should conduct familiarization training and incorporate mutual
aid partners into mobilization drills tailored to test response activities. LAWA should review and
update mutual aid agreements to ensure staging areas are identified and response protocols are
clearly stated, as this will improve organization and accountability in the sariiest stages of incident
response. Staging areas need to identified and recorded in the LAX ICS Facilities Annex to the AEP.

Recommendation 9.2: Establish practices for resource management, asset tracking and control,
document in an annex to the LAX AEP and train in the processes and technology.

Resource management during an incident is an iterative process of evaluating and applying resources
to achieve incident objectives in accordance with plans, procedures, and agreements developed in
advance. In anticipation of similar no-notice or fast-breaking incidents requiring extensive mutual aid
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required to carry out rescue operations, transport personnel, and haul supplies and debris. These
services should be organized and directed from a single point within the ICS structure to ensure unity of
command and effort. When leveraged properly, transportation services can be a significant enabler to

accomplishing key incident command objectives.

Background

At the onset of the active shooter incident on November 1, the ARCC Duty Manager and Airfiald Bus
Operations leveraged the use of LAWA huses to gather and transport displaced passengers and
empioyees from Terminals 1, 2, and 3 onto the AOA; provide a safety barrier from the danger of ongoing
airfieid operations; and fransport tham to a safe location away from the immediate incident, Buses
were used again fater by incident command for the managed transportation of TSA personnel and other
mission-essential tenant employees, from staging areas to the CTA, to help advance the reactivation of
terminal operations as part of overall incident recovery. Buses were also used to transport passengers
from the CTA area to Lot C where they could solicit off-site transportation through a variety of
commercial transportation operators.

Analysis

Throughout the incident, there were challenges to incident management and ongoing airport operations
that were or could have been addressed by employing centrally rnanaged transportation services. These
included: passengers needing transportation to temporary shelter Jocations; deployment of police
officers from off-airport staging to support CTA security operations; movement of mission-essential
airport workers to assist in airport recovery; and aircraft deplaning operations and subsequent
movement of passengers to the terminal araa from-airside parking ramps.

The tight security cordon placed around the airport made it difficult for civilian responders, LAWA staff,
and mission-essential airport workers to gain access to the facility without the benefit of an arranged
escort or some other form of managed.and secure transportation. Thase personne! were important to
response and recovery operations and their delay only served to worsen an already ditficult situation for
those impacted on the airport. The inability to deploy civilian statf needed to support terminal and
aircraft operations hindered aircraft arrival and departure operations causing lengthy “hoid on boards”
and tarmac delays. Consequently, about 20,000 paople were aither confined in terminais or on waiting
aircraft from 30 minutes up to 6 hours.

As described, LAWA did organize some transportation services during the incident, However, lack of a
ready plan, absence of pre-arranged agreements with transportation providers, and no central
manag'_ement of transportation services from either the ICP or the LAWA DOC limited the options
available to emgloy transportation assets as a ready enabler to response and recovery operations. [t
appears that management of transportation requests was largely done through the DOC via its interface
with ground transportation sarvices or coordination with the City EOC. A number of requests for support
were sent to both the ICP and the DOC, which led to duplication of effort. Lack of a process and a
transportation maragement function in the incident command structure meant that requests were not
prioritized and were handled on a first-in / first-out basis, Lack of pre-identified staging areas, access
points, and travel routes further complicated the transportetion management chailenge.
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1. Introduction

he November 1st shooting at LAX laid bare the shortcomings of the emergency response training
i currently employed at the airport and should act as a wake-up call to passengers and authorities alike
that the current system is flawed. A single shooter managed to throw the airport into chaos, chaos that
exposed a series of failures in communications and coordination as welt as shertcomings in response to

evacuated passengers’ needs.

Improving emergency preparedness at Los Angeles International Airport (LAX) requires investing in
solutions with the sweep and scale that can address the airport-wide disruptions suffered by tens of
thousands travelers at the hands of a single shooter on November 1, 20137 Partnering with the nearly 8,200
airport service workers® who provide services at LAX offers the airport 2 geme-changing opportunity with
the sweep and scale needed to help address crises as they happen. Yel, in assessing the events of that

terrible day and enlarging emergency preparedness
to meet actual needs, the present and potential roles
of sarvice workers as first-first responders remains
underappreciated,

Neglecting the safety and security functions
performed by airport workers creates @ gap in
emergency preparedness because these workers can
focus their atfention on the safety and welfare of
travelers while first responders {police or fire)
neutralize or mitigate the threat which triggered the
emergency—be it an attacker, fire, or earthguake.

Baggage handlers, wheel chair attendants, security
screeners, crowd control and other service workers
are dispersed throughout the airport in much higher
numbers than security officers or police. Whether or
not they receive official training or support, service
workers often are called upon In emergencies because
they are already at the site when incidents begin and
because customers expect then to be guides to the
site. The extensive contacts between travelers and
airport service workers mean that these worker stories
can help speak for the passengers who have since
continued their travels—adding a vital dimension to
after-action analysis of emergency response,

The November 1# killing of Transportation Security
Administration officer Gerardo Hernandez af Los
Angeles International Alrport (LAX) made countless
heacllines,” The dramatic story included the police
shooting the suspect after the attacker shot two
more TSA officers and one civilian.® By contrast, little
has been reported about the first-first respondar
roles that airport service workers played that day in
alerting officials to the attack, as well as protecting

What Do Airport Service Workers Do?

For over 20 years, airlines have shifted work to
contractors through outsourcing, Researchers
at the University of California at Berkeley found
that "Not only has the absolute numbert of
outsourced jobs increased, the share of
outsourced jobs has also increased
substantially, from 16 percent in 1991, to 1@
percent in 2001, to 26 percent by 2011”7 AL LAX,

over 8,900 airport service workers representing

more than 60 contractors help provide curb-to-
curb support for travelers including diverse
roles such as: sky caps, customer service agents
in the lobby and at ticket counters, wheelchair
attendants and cart drivers, crowd control and
security, baggage porters behind ticket
counters, baggage handlers on the ramp, cargo
handlers, terminal janitors, cabin cleaners,
aircraft and catering security.

More bewildering than the varied roles of
airport service workers, is why there are no
transparent national standards for this industry.
Lowest-bid contracting by airiines appears to
minimize accountability as well as expense
instead of promoting standards worthy of
public disclosure, This promotes Wild West
behavior where bidders with lower standards
place competitive pressure on those paying the
fair cost of higher standards. Such behaviar
encourages cutting corners and mistreatment
of workers that is not conducive to maintaining
a stable, well-trained workforce,
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and caring for passengers through long hours of airport lockdown, Neglecting the first-first responder roles
of airport workers in many ways parallels the gaps in preparedness, communications and passenger care
that became evident in LAX's emergency response on Movember 1, 2013,

Active Shooter Response

Active shooters present specific challenges for
emergency response because killing people
defines their profile.” DHS notes that civilians can
play life-saving roles by modeling behavior. A
DHS booklet states, "Quickly determine the most
reasonable way to protect your own life,
Remember that customers and clients are Jikely
to follow the lead of empioyees and managers
during an active shooter situation.”? The booklet
goes on to describe key response options:™

A& Cvacuate
& Hide out

A Take action against the active shooter (as
a last resort, and only when your life is in
imminent danger)

Setting expectations about law enforcement
response to facilitate rapid, accurate Friend/Foe
recognition to prevent accidental injury is a key
goal for active shooter response training
Northwestern University goes on to describe the
objectives of responding police officers.'

A mmediately engage or contain the active
shooter{s) in order to stop life threatening
behavior,

A |dentify threats such as improvised
explosive devices.

A laentify victims to facilitate medical care,
interviews and counseling.

A Investigation,

The active shooter response can be summarized in
a handful of points and ideally, the active shooter is
neutralized and medical care delivered guickly. By
contrast, the process of identifying additional
threats, securing the site, and investigation
represents the bulk of the time before people can
be released and recovery cperations to restore
normalcy can depley full force,

Why Partner with Airport Service Workers as
First-First Responders?

Whether or not they receive official training or
support, airport service workers are often called
into roles as first-first responders in
ermmergencies because they are there, they are
aware, and they care, More specifically:

& About B,900 airport service workers®
outnumber airport police officers (450)%
and TSA agents (2,400,

A Ajrport service workers are distributed
throughout public areas of terminals as
well as secured areas that may become
evacuation routes,

A The varied shifts of airport service
workers mean they are present whenever
the airport operates.

A Many airport service workers could act as
emergency marshals because they work
as resident experts in specific terminal
locations.

A Travelers already ook 1o airport setvice
workers for assistance navigating LAX.

& Designated airport service workers have
access to secured federally controlled
areas such as Passport Control and
Customs.

A Many airport service workers have
extensive experience with serving
travelers in customer service roles, even
aftending to customers with special
needs.

A Awport service workers have undergone
background checks and received security
badges.

March 18, 2014—5tanding Up for Passenger Safety at LAX 5
























Implement the Blue Ribban panel's recommendation for Upgrading Emergency Management Plans that,
“the airport authoerity should integrate the Whole Community approach in its emergency plans, trainings,
drills, and exercises."?® The Blue Ribbon Panel presented its understanding of Whole Community approach:®

As recently stated by the Federal Emergency Management Agency (FEMA);

We must fundamentally change how we go about disaster preparedness, response, recovery and
mitigation, involving the communities we serve directly in these efforts. We must look beyond the
traditional government-centric aporoach to emergency management and embrace a philosaphy and
operational posture that leverages, and serves, the Whole Community. (FEMA Strategic Plan, Fiscal
Years 2011-14, February 2011.)

The “Whole Community” approach to emergency management includes partnering with federal,
state, focal, tribal and territorial governments,; non-governmental organizations fike faith-based and
non-profit groups, private sector industry, and most importantly, individuals, families, and
communities, who continue to be our greatest assets and the key to our success. “in order to Fulfilt
our mission, we must recognize that these parties are all important participants in the emergency
management community, and make sure that all these participants work together as ane team.”
(Testimony of Craig Fugate, FEMA Administrator before the United States Senate, Homeland
'Security and Governmental Affairs Committee, March 17, 2011.)

As the LAX community looks ahead to the public release of LAWA's after-action reports on the November 1%
shooting, the history of the stop-start implementation of the Blua Ribbcon Panel’s earlier recommendations
ratses the question: will the airport authority find a way engage community stakeholders more actively
moving forward this time? Can a more transparent process engaging community stakeholders help restore
public trust?
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